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Abstract

Employees are both the first line of defence in organisations as well as a significant source of
vulnerability. Behavioural research in information security (InfoSec) has studied compliance of
employees with organisational directives. Less understood are ‘shadow security practices’—a related
category of behaviour where employees invent InfoSec workarounds albeit with the intention of still
complying with organisational InfoSec directives. In this research-in-progress paper, we present the
theoretical development of a model, by conducting in-depth reviews of the relevant and
multidisciplinary literatures, to identify the potential antecedents of the employees' intention to perform
shadow security.

Keywords information security behaviour, information security management, shadow security,
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1 Introduction

Employees are both the first line of defence as well as a significant source of vulnerability (Wall and
Singh 2018). Much of the behavioural InfoSec research has determined the motivations for employee
compliance with InfoSec directives, which enabled the design and implementation of better initiatives
to improve organisational InfoSec (Ali et al. 2021; Sommestad et al. 2014). Nevertheless, negligent
insiders are a frequent cause of InfoSec incidents and data breaches (EY 2020; KPMG 2020; Verizon
2021). Security policy breaches, even with no malicious intent, can be most damaging as they are often
inside the organisation’s InfoSec perimeter. These breaches might include non-malicious behaviours
such as sharing of passwords among colleagues, copying sensitive data to insecure devices, and disabling
InfoSec configurations (Khatib and Barki 2020), all of which may have a direct financial consequence.
Furthermore, prior research has suggested that these non-malicious behaviours may be a precursor to
more serious and intentional breaches (Prabhu and Thompson 2020). Non-malicious InfoSec violations
are difficult to address, since approaches such as strict policies and excessive sanctions may backfire and
lead to intentional sabotage (D’Arcy, Gupta, et al. 2014; Posey, Bennett, Roberts, et al. 2011). Studying
these violations thus provides a better understanding of the conflicts and misunderstandings in the
workplace that result in these behaviours (Kolkowska et al. 2017). As a unique type of noncompliance,
shadow security can open vulnerabilities and create a false sense of security within the company
(Alotaibi et al. 2017; Beris et al. 2015). On the other hand, the existence of shadow security behaviours
presents a learning opportunity to reflect on and improve InfoSec practices (Kirlappos et al. 2014).
Organisational InfoSec can thus be seen as a tension between employees and management (Adams and
Sasse 1999; Reinfelder et al. 2019). Employees, who decide to perform shadow security, consciously
want to protect organisational InfoSec in their own ways due to difficulty following official InfoSec
practices prescribed by management.

Our research motivation and contributions are thus twofold. First, understanding the factors that
influence shadow security provides directions for organisations to enhance their InfoSec, especially to
develop a human-centered InfoSec workplace. In the current security landscape where threats are
dynamically changing, organisational InfoSec requires both compliance and conscious care behaviours
(Safa et al. 2015). Wall and Singh (2018) argued that while a compliant persona may be more beneficial
for organisational InfoSec under normal operations, employees with an innovative persona can look
beyond existing procedure to detect novel threats and solve complex problems such as social engineering
more effectively. In this regard, shadow security is performed by employees who are conscious of
protecting organisational InfoSec, yet they must creatively find workarounds to satisfy the requirements
of both their primary tasks and InfoSec expectations. It is therefore important to identify the antecedents
of shadow security, so that interventions can harness such behaviour instead of discouraging it. Second,
shadow security is considered a unique type of noncompliance behaviour that has been under-
researched. Shadow security involves intentional behaviours that violate InfoSec policy, yet the
employee also wants to protect organisational InfoSec with their workarounds; thus, it is neither
detrimental misuse or careless mistake, nor it is a practice that benefits the organisation. Investigating
the shadow security concept offers an opportunity to advance theoretical knowledge, by employing
existing theoretical frameworks to explain the behaviour. Our research question is:

RQ: What are the antecedents of shadow security intention, and how do these antecedents influence
such intention?

Recognizing the importance of studying non-malicious InfoSec noncompliance, our study puts forward
a conceptual model that explains the antecedents of shadow security (Kirlappos et al. 2014). Our paper
is structured as follows. In the next section, we provide a literature review to define shadow security and
identify its potential antecedents, namely perceived InfoSec transparency, InfoSec overload, and
psychological empowerment. The following section outlines and explains the theoretical foundations of
the hypotheses which describe the relationships between these antecedents and shadow security. We
conclude our paper by discussing its implications and provide directions for future research.

2 Theoretical Foundation

Shadow security refers to unauthorized InfoSec practices that are adopted by employees, especially
when they perceive official practices as cumbersome (Beris et al. 2015; Kirlappos et al. 2015). Kirlappos
et al. (2014) identified several shadow security practices from their interviews with organizational
members, such as copying files to laptops due to insufficient space on network drive or using
unencrypted means to share files and deleting the files afterwards due to the lack of a proper tool.
Shadow security is related to shadow IT, which refers to information technology systems deployed or
used without approval from organisational authority (Silic et al. 2017). Whilst the motivations for
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shadow security and shadow IT both align with organisational objectives, the actions undertaken by the
employees violate organisational policy. Shadow security differs from other noncompliant behaviours
in that it consists of workarounds performed by security-conscious employees (Beris et al. 2015;
Kirlappos et al. 2014). These employees consider the organisational need for security when coming up
with their own solutions for InfoSec issues, e.g., by performing an unauthorized security practice or
using an unauthorized software while believing that the performed practice or the software is secure,
instead of violating InfoSec policy due to malicious intention (Beris et al. 2015; Kirlappos et al. 2014).
Shadow security is also different from shadow IT, as the latter focuses on the use of unauthorized IT
solutions to satisfy work requirements without the conscious considerations for organisational InfoSec
(Kopper and Westner 2016; Silic and Back 2014).

2.1 Antecedents of shadow security

Shadow security as a new concept has not been explained by any theory-based research. Nonetheless,
several theories can explain IT-related shadow behaviours at the individual level (Klotz 2019), including
Neutralization Theory and the Theory of Workarounds. Neutralization Theory posits that employees
may rationalize to persuade themselves that noncompliance behaviours do not represent a problem
(Sykes and Matza 1957). Prior studies have found distinct types of neutralization techniques such as the
defence of necessity, denial of injury, the metaphor of the ledger and appeal to higher loyalties (Silic et
al. 2017; Siponen and Vance 2010). For example, when employees feel that they do not have any other
choice but to use unauthorized tools to complete their work, they may justify their policy violation as
necessity (Barlow et al. 2013). Employees who violate IT policy believe that their positive contributions
outweigh the negative consequences caused by using unauthorized technological solutions (Silic et al.
2017). Nevertheless, we found Neutralization Theory insufficient for explaining shadow security, given
its focus on the individual’s assessment of their behaviours. The larger context of the behaviours,
including organisational factors, is not covered by the theory. Therefore, managerial implications
derived from the testing of Neutralization Theory are limited.

Recent studies have also employed the Theory of Workarounds to explain employees’ justification for
their shadow behaviours (Khatib and Barki 2020; Silic et al. 2017). Here, workarounds are the goal-
driven adaptation of an existing work system to minimize the impact of established practices, structural
constraints and policies that prevent individuals from achieving work effectiveness or other
organisational and personal goals (Alter 2014). As such, contextual factors can be the sources of
problems that lead to workarounds. For example, in the InfoSec context, employees may use their
company laptops in public places to complete urgent work or disable InfoSec mechanisms to speed up
the computer (Khatib and Barki 2020). Although these workarounds can be beneficial and productive if
they are designed and executed with appropriate knowledge and ethical considerations, they are more
likely to create problems as employees do not fully understand the rationale for policies (Alter 2014).
The Theory of Workarounds provide a solid theoretical foundation based on which we could explore
further the antecedents of shadow security. First, the definition of shadow security (Beris et al. 2015;
Kirlappos et al. 2015) closely matches with that of a workaround. Second, the Theory of Workarounds
expands beyond individual’s intentions, goals, and interests, and connects these factors to the
surrounding structures such as work systems, situational constraints, and routines. With the Theory of
Workarounds as a base, we identify the specific antecedents of shadow security by referring to the
qualitative study by Kirlappos et al. (2014), from which the concept was originally defined.

Kirlappos et al. (2014) originally proposed the shadow security concept as being caused by burdensome
InfoSec practices, mediation within employee teams, and reported security issues that remained
unaddressed by management. High InfoSec overheads, as measured by personal time and cognitive
load, have been consistently found to impact both compliance and noncompliance behaviours (Bulgurcu
et al. 2010a; Gwebu et al. 2020). Studies have also identified InfoSec stress and burnout, which is
associated with cumbersome InfoSec requirements, as an important determinant of noncompliance
(D’Arcy, Herath, et al. 2014). In situations where there are work goals with competing priorities,
employees may feel especially inclined to perform shadow behaviours when able to do so if they believe
such behaviours are necessary for achieving their primary goals (Silic et al. 2017; Siponen and Vance
2010; Sykes and Matza 1957). According to Neutralization Theory and the Theory of Workarounds
mentioned above, the conflicting priorities of primary work and InfoSec tasks are also key factors that
lead to the employee performing workarounds and justifying their negligence of InfoSec duties.

Kirlappos et al. (2014) suggest that security mediation at team level, or the informal provision of InfoSec
instructions and support among employees and managers, encouraged shadow security behaviours.
This finding is in line with prior studies which detected the effects of various team-related factors on
noncompliance, such as norms, work climate, and social bonds (Cheng et al. 2013; Gwebu et al. 2020).
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The empirical network analysis study by (Dang-Pham et al. 2017) detected several social groups of
employees who shared InfoSec advice and troubleshooting with each other in the same workplace, which
confirmed the high possibility that unofficial InfoSec workarounds could be propagated among
employees and managers.

Employees’ security effort being ignored is another reason that leads to shadow security behaviours
(Kirlappos et al. 2014). This issue also links to the dysfunctional and inconsistent communication about
InfoSec within the organisation, resulting in various interpretations of organisational InfoSec
requirements and priorities (Kirlappos et al. 2014). The extant literature emphasizes informal and
formal communication techniques to maintain an adequate workplace InfoSec climate. These include
writing an effective InfoSec policy, conducting InfoSec awareness and skills training, social learning,
community of practices and appointment of InfoSec champions (Alshaikh 2020; Alshaikh et al. 2021;
Dang-Pham et al. 2017). Besides the objective to establish a shared understanding, these techniques also
aim to increase the employee involvement and engagement in InfoSec activities and discussions
(Karjalainen et al. 2020). The lack of employee involvement in organisational InfoSec, which is evident
in their feedback about InfoSec issues being ignored and leads to shadow security (Kirlappos et al. 2014),
can be mitigated by providing psychological empowerment which includes security awareness training,
access to information, and more participation in InfoSec-related decision making (Dhillon et al. 2020).

Taken together, our explanations for the antecedents of shadow security behaviours identifies three
potential factors: 1) the quality of InfoSec communication within the workplace, 2) the state of overload
as caused by competing expectations of primary work and InfoSec requirements, and 3) the involvement
of the employees in organisational InfoSec activities and discussions. Next, we detail the theoretical
constructs related to the three contributing factors of shadow security, namely perceived InfoSec
transparency, InfoSec overload, and psychological empowerment.

2.2 Perceived information security transparency

Transparency refers to accurate information disclosure, in which quality and quantity of information
are the key conditions to enable cognitive capabilities of both the sender and the receiver
(Schnackenberg and Tomlinson 2016). Transparency is important for internal communication as it
enhances the employee-organisation relationship, as well as improving trust and corporate reputation
(Jiang and Luo 2018). When employees perceive the organisation's efforts in communicating honestly
and openly, they feel more confident about their relationship with the organisation, are more likely to
express concerns and give feedback to foster organisational changes (Jiang and Luo 2018). Similarly,
transparent communication promotes the understanding of goals and purposes within the organisation,
which makes the employees more open to changes (Yue et al. 2019).

Perceived InfoSec transparency reflects the quality of communication that provides employees with a
clear understanding of the operations and outcomes of organisational InfoSec measures (Dang-Pham et
al. 2020). Organisational InfoSec is transparent when employees can observe the availability of InfoSec
measures, their adoption and usefulness, and why they are recommended by top management.
Perceived InfoSec transparency extends the concept of explanation adequacy, which refers to the candid,
thorough, reasonable, and timely explanation of InfoSec measures by the organisation (Lowry et al.
2015). While explanation adequacy focuses on the communication process, perceived InfoSec
transparency indicates the quality of the communicated information that enhances the employees’
shared understanding of InfoSec measures. Perceived InfoSec transparency is related though distinct
from InfoSec policy quality (Bulgurcu et al. 2010b). While InfoSec policy quality focuses on
characteristics of the policy, InfoSec transparency includes perceptions of the quality of information
communicated via all mediums and channels within the workplace. Excessive communication and
transparency may however have disadvantages. First, the large amount of communicated information
creates confusion (Yue et al. 2019). Second, giving too much information and explanations may be
misinterpreted by employees that the organisation is insincere and providing excuses for some hidden
agendas (Yue et al. 2019). A balance between too little and too much transparency should be the aim.

2.3 Information security overload

Employees may feel that they are overloaded from an InfoSec perspective when they perceive that
complying with InfoSec requirements increases their effort when undertaking their primary work tasks
(D’Arcy, Herath, et al. 2014; Pham 2019). Cumbersome InfoSec procedures and requirements lead to
frustration and stress, and as a consequence employees may come up with their own workarounds (Beris
et al. 2015; Posey, Bennett, and Roberts 2011). Work overload is defined as the extent to which the
performance required in a job exceeds employee expectations (Brown and Benson 2005). Employees
also perceive work overload when they receive challenging performance objectives, are assigned too
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many tasks, or must follow many requirements without sufficient time and resources (Poulose and Dhal
2020). As a result, work overload leads to anxiety, fatigue, burnout, depression, and emotional and
psychological stress (Brown and Benson 2005).

Information overload relates to where employees are burdened by a large supply of unsolicited
information (Bawden et al. 1999). Similar to work-role overload, information overload may lead to
information anxiety, distraction, poor problem-solving, and making errors at work (Sabeeh and Ismail
2013). Moreover, employees may ignore relevant information by using filtering strategies to keep the
amount of received information at a minimum (Savolainen 2007). Information overload can lead to
conflicts and stress within the work environment (Roetzel 2019).

The excessive implementation of InfoSec measures and negative interactions between employees and
their workplaces, including constant monitoring perceived as an invasion of privacy, can also lead to
InfoSec stress and outcomes such as InfoSec misbehaviours (Lee et al. 2016; Posey, Bennett, Roberts, et
al. 2011). Characteristics of InfoSec-related information or requirements, such as complexity and
uncertainty, also contribute to perceived InfoSec overload (D’Arcy, Herath, et al. 2014). Unclear InfoSec
communications and perceived gaps in policy have also been identified as a prominent cause of shadow
security (Kirlappos et al. 2014). On the other hand, employees’ InfoSec knowledge, perception of threats,
adaptation ability, and positive attitude to compliance mitigate InfoSec stress and overload (Lee et al.
2016). One of the ways in which employees release the feeling of overload is to create workarounds, or
shadow security practices, to reduce the time taken on tasks (Kirlappos et al. 2014).

2.4 Psychological empowerment

Empowerment takes place when organisations transfer power to employees through participative
management and goal setting activities, to improve employees’ perceptions of work tasks, including the
perception of their ability to control, shape, and influence their work environment (Conger and Kanungo
1988; Spreitzer 1995). Employee empowerment is often categorized into structural empowerment and
psychological empowerment (Conger and Kanungo 1988). While structural empowerment focuses on
the managerial practices and arrangements that distribute organisational power among employees,
psychological empowerment provides intrinsic motivation to employees who recognize their autonomy
and competence (Wagner et al. 2010). Structural empowerment practices can include improving
employees’ access to information and task conditions, providing opportunities, organisational resources
and support (Seibert et al. 2011). By receiving structural empowerment, the employees develop a better
understanding of organisational goals and are equipped with the capability and resources necessary for
achieving their work goals (Spreitzer 1995).

Structural empowerment is strongly related to psychological empowerment (Dhillon et al. 2020;
Spreitzer 1995). The psychological empowerment construct comprises four dimensions that concern the
employees’ assessment of their (1) competence and (2) autonomy in performing a task, and (3) the
meaning and (4) the impact of such task (Spreitzer 1995). Psychological empowerment leads to desirable
outcomes such as innovation, organisational commitment, and organisational citizenship behaviour
(Seibert et al. 2011; Shah et al. 2019). Moreover, psychological empowerment may reduce job strain,
stress, and turnover intention (Seibert et al. 2011). It is worth noting that psychological empowerment
may also result in undesirable outcomes (Spreitzer and Doneson 2005). For example, psychological
empowerment might cause employees to believe that they have been given excessive responsibilities
which makes them feel more stressed (Ciulla 1998).

3 Hypothesis Development

Prior research has shown that perceived response efficacy, or the employees’ belief that the InfoSec
measures are effective, can motivate compliance (Bulgurcu et al. 2010a; Herath and Rao 2009; Siponen
et al. 2014). When employees perceive InfoSec policy to be clear, coherent, and comprehensive, they are
more likely to comply with policy directives (Bulgurcu et al. 2010b). Similarly, explanation adequacy
was found to reduce reactive computer abuses (Lowry et al. 2015). Employees’ understanding of the
importance of compliance and the risks of non-compliance, reinforced by clear and well-communicated
InfoSec policy, may reduce their intentions for noncompliance (Kirlappos et al. 2015). In our study,
perceived InfoSec transparency reflects the employees’ understanding of the operations and outcomes
of organisational InfoSec measures (Dang-Pham et al. 2020). Thus, we hypothesize that employees will
refrain from engaging in shadow security practices when there are effective (i.e., transparent)
explanations in the workplace about recommended InfoSec measures.

Hau: Perceived InfoSec transparency decreases intention to engage in shadow security practices
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While information transparency may resolve organisational conflicts, an excessively transparent
workplace challenges the employees’ feelings of autonomy and uniqueness, thereby resulting in
undesirable behaviours (De Cremer 2016). When employees receive too much information via different
means and channels such as emails, face-to-face communication, meetings, and promotional materials,
they can feel information overload (Bawden et al. 1999; Yue et al. 2019). Similarly, excessive InfoSec-
related communication that is complex, difficult to understand, and ambiguous may increase InfoSec
overload, which subsequently encourages InfoSec workarounds and computer abuse (D’Arcy, Herath,
et al. 2014; Kirlappos et al. 2014; Pham 2019). It is often desirable to have employees understand
organisational InfoSec and recognize InfoSec mechanisms in the workplace since it motivates employees
to comply with InfoSec policy. Nevertheless, we argue that excessive implementation of InfoSec
measures, which includes intrusive monitoring and an overwhelming number of indicators that
constantly remind employees about organisational InfoSec measures being used, may put pressure on
employees. Given this, we provide the following hypothesis.

H2: Perceived InfoSec transparency increases InfoSec overload

Perceived InfoSec transparency relates to employees’ understanding of the operations and outcomes of
InfoSec measures in the workplace, especially the reasons why InfoSec measures are needed in the
workplace (Dang-Pham et al. 2020; Lowry et al. 2015). Transparency was found to motivate positive
employees’ behaviours such as volunteering for non-task duties, performing work with enthusiasm,
helping colleagues, complying with policies and procedures despite their inconvenience, and supporting
organisational objectives (Jiang and Luo 2018). Granting employees access to high-quality information
sources is a key component of structural empowerment, which leads to an elevated level of psychological
empowerment (Dhillon et al. 2020). We argue that when employees receive adequate information about
organisational InfoSec, they are better placed to understand the impact of their InfoSec actions on the
organisation. Employees will also realize that their InfoSec actions are meaningful and purposeful, thus
becoming encouraged to make decisions aligned with the organisation’s InfoSec goals. We therefore
hypothesize:

H3: Perceived InfoSec transparency increases psychological empowerment

Psychological empowerment relates to the decentralization of power among the employees and different
managerial levels (Spreitzer 1995). When employees feel psychologically empowered, they perceive
InfoSec tasks as personally meaningful and understand that their InfoSec actions can make impactful
contributions to the organisation (Dhillon et al. 2020). Despite the advantages of psychological
empowerment, the mental state of employees has also been found to be associated with negative
outcomes such as stress, job strain, and burnout (Seibert et al. 2011). While having power or control may
reduce strain (Seibert et al. 2011), empowered employees also feel stress caused by their perceptions of
having additional expectations and responsibilities at work (Cheong et al. 2016). When employees
perceive that they have greater autonomy thanks to empowerment programs, they may feel frustrated
and uncertain about their roles, increasing pressure and reducing work performance (Cheong et al.
2016). We, therefore, propose the following hypothesis:

Hg4: Psychological empowerment increases InfoSec overload

Psychologically empowered employees feel that they have the autonomy and competence to perform
assigned tasks (Spreitzer 1995). We argue that such perceptions of greater autonomy and self-
competence may lead to non-routine or shadow security practices. Prior research found that a high
degree of autonomy and self-efficacy, as a result of psychological empowerment, could result in negative
organisational outcomes, e.g., causing the kind of uncertainty that makes employees deviate from
organisational goals (Spreitzer and Doneson 2005). Likewise, psychologically empowered employees
may feel over-confident in their ability to handle InfoSec issues. Therefore, they are more likely to create
and adopt shadow security practices that, they believe, improve InfoSec in the organisation while
allowing them to complete their primary tasks. This is also congruent with neutralization theory, which
posits that employees, who violate policies, rationalize that the benefits they bring to the organisation
outweigh the negative consequences of their actions (Silic et al. 2017).

Hj: Psychological empowerment increases the intention to engage in shadow security practices

In our study, InfoSec overload refers to employees’ perception of being burdened with InfoSec duties
that add extra pressure and increase their workload, as a result of receiving too much complex or
ambiguous InfoSec communication from the company (D’Arcy, Herath, et al. 2014). Prior behavioural
InfoSec studies have analysed the negative outcomes of InfoSec workload, including the increased
perceived cost of compliance, burnout, and InfoSec violation (Bulgurcu et al. 2010a; D’Arcy, Herath, et
al. 2014; Pham 2019). Apart from the lack of InfoSec understanding and unavailable compliance
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mechanisms, high compliance cost was identified as one of the main reasons for employees’ non-
compliance despite their motivation to protect the organisation (Kirlappos et al. 2013). Similarly, the
Theory of Workarounds suggests that employees may make work adaptations to minimize the
constraints of the work systems and achieve their personal goals (Alter 2014). In line with these
arguments, we hypothesize that employees’ perception of InfoSec overload encourages them to engage
in shadow security practices.

H6: InfoSec overload increases intention to engage in shadow security practices

Figure 1 illustrates our proposed conceptual model which is composed of the six hypotheses discussed
in this section.

Psychological
Empowerment

H3 (+) Hs (+)

Perceived ShadowSec
InfoSec Intention
Transparency

Ha2 (+ H6 (+
2(H) InfoSec )

Overload

Figure 1. A conceptual model of the antecedents of shadow security

4 Conclusion and Future Directions

InfoSec behaviours have been categorized based on employee intention, ranging from malicious
(including misuse and intentional violation) to benevolent (including basic compliance and proactive
InfoSec behaviours) (Prabhu and Thompson 2020; Stanton et al. 2005). Shadow security falls into the
benevolent intention category, since the employees performing shadow security want to protect
organisational InfoSec by resorting to workarounds instead of ignoring InfoSec duties, yet the outcomes
can be detrimental for organisations (Kirlappos et al. 2014). In this research-in-progress paper we
present the development of a model, by conducting reviews of the organizational behavior, management
and information systems literatures, to identify the potential antecedents of the employees' intention to
perform shadow security i.e., the InfoSec workarounds that are unofficial and unknown to top
management (Kirlappos et al. 2014). This provides a solid foundation from which to continue in several
interesting research directions.

The next main step is to move towards empirically testing this proposed model. To this end, the
measurement instrument will be finalised. As the constructs in this conceptual model are built from
established prior work, it is feasible to adapt validated and tested measures to a considerable extent.
However, given that shadow security is an under-researched concept, there may be an opportunity to
develop new measurement items. Qualitative studies and thematic analysis may be a valuable approach
to developing and refining measures for shadow security. These may then inform the development of a
survey instrument suitable for wider distribution and subsequent quantitative analysis using methods
such as covariance based/partial least squares (CB/PLS) structural equation modelling (SEM) or fuzzy-
set qualitative comparative analysis (fsSQCA). As shown in figure 1, perceived InfoSec transparency
would reduce shadow security intention, but it would also increase shadow security intention indirectly
via psychological empowerment and InfoSec overload. Testing these direct and indirect relationships
may shed light on the dual roles of perceived InfoSec transparency, both as a driver and inhibitor of
shadow security intention. As the study relates to work practices, data collection must be conducted
within the context of an organisation to ensure ecological validity. To this end, the role of national and
work cultures may need to be accommodated as this context may have an impact on the findings.
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