Computers & Security 156 (2025) 104538

ELSEVIER

Contents lists available at ScienceDirect
Computers & Security

journal homepage: www.elsevier.com/locate/cose

Computers
&S it

Full Length Article

Check for

Shadow information security practices in organizations: The role of | e
information security transparency, overload, and

psychological empowerment

Duy Dang-Pham *

@ RMIT Vietnam, 702 Nguyen Van Linh Blvd., District 7, Ho Chi Minh City, Vietnam
b Curtin University, Kent Street, Bentley, Western Australia, 6102, Australia
¢ The University of Melbourne, Grattan Street, Parkville, Victoria, 3010, Australia

, Nik Thompson "®, Atif Ahmad ¢, Sean Maynard ©

ARTICLE INFO ABSTRACT

Keywords:

Information security behavior
Information security management
Shadow security

Psychological empowerment
Security overload

Information security communication

Employees are both the first line of defense in organizations and a significant source of vulnerability. Behavioral
research in information security (InfoSec) has predominantly studied the compliance of employees with orga-
nizational directives. Less understood are ‘shadow security practices’ — a related category of behavior where
employees adopt InfoSec workarounds, albeit to still comply with organizational security needs. We develop a
model of the antecedents of employees’ intentions to engage in shadow security practices and empirically test
our model through a sample of 433 office workers. Results of our structural equation modeling analysis reveal
that both InfoSec overload and psychological empowerment increase intentions to adopt shadow security measures,
whereas perceived transparency of organizational InfoSec (through InfoSec communication) reduces this intention.
Furthermore, we find that these constructs are interrelated and that InfoSec overload can be increased by both
psychological empowerment and InfoSec transparency. Our study develops the theoretical understanding of the
important yet under-researched concept of shadow security and presents practical recommendations to effec-
tively manage organizational InfoSec through these factors.

1. Introduction

Shadow IT practices, the unsanctioned systems or workarounds
created by employees have been the subject of significant attention in
recent years. As these practices are neither developed nor controlled by
the organizational IT function (Rentrop and Zimmermann, 2012), they
may introduce risks for compliance and security efforts (Kopper and
Westner, 2016a). As Shadow IT is a broad umbrella concept applied to
many areas and applications with different potential impacts (Kopper
and Westner, 2016b), it is challenging for researchers to identify the
commonalities and themes required to build upon prior work.

One dimension of shadow IT that is potentially impactful includes
any information security-related practices or workarounds. Shadow se-
curity thus refers to those information security-related practices enacted
by employees, especially when they perceive the official practices to be
cumbersome (Beris et al., 2015; Kirlappos et al. 2015). Though these
employees may be well-intentioned, such actions are essentially a form
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of non-compliance, or even a new kind of insider threat that extends
current classifications (e.g., Prabhu and Thompson, 2020). Though
many antecedents of employee compliance have been identified in
behavioral studies (Ali et al. 2021; Sommestad et al. 2014), shadow
security poses an interesting challenge as it involves behavior that may
on the surface appear to be productive and may not be adequately
captured by existing constructs.

Any measures that can strengthen the security behaviors of em-
ployees have practical relevance as negligent insiders remain one of the
most frequent causes of InfoSec incidents and data breaches (EY 2020;
KPMG 2020; Verizon 2021). Furthermore, such breaches, even
non-volitional or non-malicious, are especially damaging as they often
originate in the organization’s InfoSec perimeter. There are also asso-
ciated financial losses caused by non-malicious behaviors such as
sharing passwords among colleagues, copying sensitive data to insecure
devices or software, and disabling security configurations (Khatib and
Barki 2020).
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Recognizing the impact of this form of non-malicious InfoSec non-
compliance, we study employee motivations for engaging in unsanc-
tioned information security practices. We build upon the body of work in
shadow IT to focus on a critical subset of information security related
activities known as shadow security (Kirlappos et al. 2014) to develop a
structural model of the determinants of such behavior, continuing the
work of Dang-Pham et al. (2023). We then collected empirical data from
433 organizational end users and analysed this using structural equation
modelling. To the best of our knowledge, we present in this manuscript
the first quantitative analysis of the determinants of shadow security
behaviors.

Our paper is structured as follows. In the next section, we provide a
literature review to define shadow security and identify its potential
antecedents, namely perceived InfoSec transparency, InfoSec overload,
and psychological empowerment. The following section outlines and
explains the rationale for the hypotheses that describe the relationships
between these antecedents and shadow security. We then describe our
research methods and analysis, followed by a discussion of the findings
and contributions. Finally, we conclude our paper by discussing its
limitations and providing directions for future research.

2. Literature review

Shadow security refers to unauthorized InfoSec practices that are
created and adopted by employees, especially when they perceive offi-
cial practices to be cumbersome (e.g., related to the management of
personal authentication details, information sharing, and personal de-
vice usage) (Beris et al. 2015; Kirlappos et al. 2015). A well-established
and related concept is shadow IT, which refers to information technol-
ogy systems deployed or used without explicit approval from the rele-
vant organizational authority (Silic et al. 2017). Whilst the motivations
for shadow security and shadow IT alike may align with organizational
objectives, the actions of employees utilizing shadow behavior violate
organizational policy. For example, a security conscious staff member
may be motivated to create backups of important documents but find the
corporate SharePoint repository to be awkward or slow to use, leading
them to create the backup on their personal portable hard drive. This
shadow security workaround is carried out with good intentions; how-
ever, it is problematic from a governance and security perspective and is
non-compliant with organizational document handling and backup
policies.

Traditionally, information security is often treated as a binary deci-
sion — employees either comply with the InfoSec policy or they do not
(Alotaibi et al. 2017; Kirlappos et al. 2014). Shadow security differs from
other noncompliant behaviors in that it consists of actions performed by
security-conscious employees (Beris et al. 2015; Kirlappos et al. 2014).
These employees consider the organizational need for security when
implementing their own InfoSec solutions, and any violations of InfoSec
policy are not due to negligence or malicious intention (Beris et al. 2015;
Kirlappos et al. 2014). Shadow security is also distinct from shadow IT,
as the latter considers the broad use of unauthorized IT solutions to
satisfy work requirements without the conscious consideration for
organizational InfoSec (Kopper and Westner 2016a; Silic and Back
2014).

2.1. Research motivation

As a unique type of noncompliance, shadow security can open up
vulnerabilities and develop a collective false sense of security within the
company (Alotaibi et al. 2017; Beris et al. 2015). On the other hand,
Kirlappos (et al. 2014) argued that the existence of shadow security
behaviors presents a learning opportunity for organizations to reflect on
and improve their InfoSec practices. Employees who decide to perform
shadow security may consciously want to protect organizational Info-
Sec, but do so in their own ways. Our research motivation and contri-
butions are thus :
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First, understanding the factors that influence shadow security en-
ables organizations to enhance their management of InfoSec, especially
to develop a human-centered InfoSec workplace. In the current dynamic
security environment, the protection of organizational InfoSec requires
not only compliance with policy but also conscious care behaviors (Safa
et al. 2015). Organizations also encourage sharing of InfoSec knowledge
between employees, and InfoSec champion hubs are recommended for
raising awareness within the workplace (Alshaikh 2020; Dang-Pham
et al. 2017; Safa and Von Solms 2016). More recently, Wall and Singh
(2018) argued that while a compliant persona may be more beneficial
for organizational InfoSec under normal operations, employees with an
innovative persona can look beyond existing procedures to detect novel
threats and solve complex problems such as social engineering more
effectively. In this regard, shadow security is performed by employees
who are conscious of protecting organizational InfoSec, yet they must
creatively find workarounds to satisfy the requirements of both their
primary tasks and InfoSec expectations. It is therefore important to
identify the reasons that lead to shadow security so that appropriate
interventions can be deployed to harness such behavior instead of
discouraging it.

Second, shadow security is considered a new and unique type of
noncompliance behavior. Stanton et al. (2005) classify InfoSec behav-
iors according to their level of expertise and intention, which leads to six
categories: 1) intentional destruction, 2) detrimental misuse, 3)
dangerous tinkering, 4) naive mistakes, 5) aware assurance, and 6) basic
hygiene. Shadow security involves intentional behaviors that violate
InfoSec policy, yet the employee also wants to protect organizational
InfoSec with their workarounds; thus, it is neither detrimental misuse or
careless mistake, nor is it a practice that benefits the organization.
Investigating the new shadow security concept offers an opportunity to
advance theoretical knowledge by employing existing theoretical
frameworks to explain the behavior. Our study aims to contribute to this
knowledge gap by examining a conceptual model to identify the ante-
cedents of shadow security. Our central research question is thus:

RQ: What are the antecedents of shadow security intention, and how
do these antecedents influence such intention?

2.2. Theoretical foundation

There has been little prior work that has directly addressed the
theoretical foundations of shadow security as a construct. However,
several theories have been adopted to explain IT-related shadow be-
haviors at the individual level (Klotz 2019), including Neutralization
Theory and the Theory of Workarounds.

Neutralization Theory posits that employees may rationalize to
persuade themselves that noncompliance behaviors do not represent a
problem (Sykes and Matza 1957). Prior studies have found different
types of neutralization techniques, such as the defence of necessity,
denial of injury, the metaphor of the ledger, and appeal to higher loy-
alties (Silic et al. 2017; Siponen and Vance 2010; Willison and War-
kentin 2013). For example, when employees feel that they do not have
any other choice but to use unauthorized tools to complete their work,
they may justify their violation of the IT policy by using such tools as a
necessity (Barlow et al. 2013). Employees who violate IT policy believe
that their contributions to the organization outweigh the negative con-
sequences caused by using unauthorized technological solutions (Silic
et al. 2017).

Recent studies have also employed the Theory of Workarounds to
explain employees’ justification for their shadow behaviors (Davison
and Ou 2017; Khatib and Barki 2020; Silic et al. 2017). According to this
theory, workarounds are the goal-driven adaptation of an existing work
system to minimize the impact of established constraints and policies
that prevent individuals from achieving work effectiveness or other
organizational and personal goals (Alter 2014). For example, in the
InfoSec context, employees may use their company laptops in public
places to complete urgent work or disable InfoSec mechanisms to speed
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up the computer (Khatib and Barki 2020). Although these workarounds
can be beneficial and productive if they are designed and executed with
appropriate knowledge and ethical considerations, they are more likely
to create problems as employees do not fully understand the rationale
for the existing work systems (Alter 2014).

2.3. Antecedents of shadow security

In their early work in developing the shadow security construct,
Kirlappos et al. (2014) suggested that burdensome InfoSec practices
were one of the drivers of such behavior. Indeed, high InfoSec over-
heads, as measured by personal time and cognitive load, have been
consistently found to impact both compliance and noncompliance be-
haviors (Bulgurcu et al. 2010a; Gwebu et al. 2020). In other work, stress
and burnout, which are again associated with cumbersome InfoSec re-
quirements, have been shown to lead to noncompliance (D’Arcy, et al.
2014). In situations where there are work goals with competing prior-
ities, employees may feel especially inclined to perform shadow be-
haviors if they believe such behaviors are necessary for achieving their
primary goals and they have the ability to work around the systems (Silic
etal. 2017; Siponen and Vance 2010; Sykes and Matza 1957). According
to Neutralization Theory and the Theory of Workarounds, the conflict-
ing priorities of primary work and InfoSec tasks are also key factors that
lead to the employee performing workarounds and justifying their
negligence of InfoSec duties.

Unclear InfoSec communications and perceived gaps in policy have
also been identified as prominent causes of shadow security (Kirlappos
et al. 2014). Indeed, the quality and quantity of policy-related infor-
mation have been recognized for their influence on compliance
behavior. In the organizational context, the term transparency is used to
refer to accurate information disclosure, in which quality and quantity
of information are the key conditions to enable the cognitive capabilities
of both the sender and the receiver (Albu and Wehmeier 2014;
Schnackenberg and Tomlinson 2016). When employees perceive the
organization’s efforts in providing transparent communication honestly
and openly, they feel more confident about their relationship with the
organization, thus becoming more likely to express concerns and give
feedback to foster organizational changes (Jiang and Luo 2018; Men and
Stacks 2014). Similarly, transparent communication promotes the un-
derstanding of goals and purposes within the organization, which makes
the employees more open to changes (Yue et al. 2019)

Finally, employees’ perceptions that their security effort is ignored
may also be linked to shadow security behaviors (Kirlappos et al. 2014).
Extant literature emphasizes a range of both informal and formal tech-
niques to maintain an adequate InfoSec climate. These include writing
an effective InfoSec policy, conducting InfoSec awareness and skills
training, social learning, community of practices, and appointment of
InfoSec champions (Alshaikh 2020; Alshaikh et al. 2021; Dang-Pham
et al. 2017; Paananen et al. 2020; Warkentin et al. 2011). Besides the
objective of establishing a shared understanding, these communication
techniques also aim to increase employee involvement and engagement
in organizational InfoSec activities and discussions (Alshaikh 2020;
Karjalainen et al. 2020; Paananen et al. 2020). The employee percep-
tions that they lack involvement in organizational InfoSec can be miti-
gated by providing psychological empowerment, which includes
security awareness training, access to information, and more partici-
pation in InfoSec-related decision making (Dhillon et al. 2020).

In summary, our theoretical explanations for the antecedents of
shadow security behaviors identify three factors: 1) Perceived infor-
mation security transparency, which concerns the quality of InfoSec
communication, 2) Information security overload, the state of overload
caused by competing expectations of work and InfoSec, and 3) Psy-
chological empowerment, the involvement of the employees in organi-
zational InfoSec activities and discussions. We elaborate on these three
constructs in detail in the following sections.
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2.3.1. Perceived information security transparency

Perceived InfoSec transparency reflects the quality of InfoSec
communication that provides employees with a clear understanding of
the operations and outcomes of organizational InfoSec measures
(Dang-Pham et al. 2020). Organizational InfoSec is transparent when
employees can observe the availability of InfoSec measures, their
adoption and usefulness, and why they are recommended by top man-
agement. Perceived InfoSec transparency extends the concept of expla-
nation adequacy, which refers to the candid, thorough, reasonable, and
timely explanation of security measures by the organization (Lowry
et al. 2015). While explanation adequacy focuses on the communication
process, perceived InfoSec transparency indicates the quality of the
communicated information that enhances the employees’ shared un-
derstanding of InfoSec measures. Perceived InfoSec transparency is also
related to and different from the concept of InfoSec policy quality, which
comprises clarity, completeness, and consistency (Bulgurcu et al.
2010b). While InfoSec policy quality focuses on characteristics of the
policy, transparency includes perceptions of the quality of information
communicated via all mediums and channels within the workplace.

Transparency is essential for building trust between employees and
the top management (Schnackenberg and Tomlinson 2016), which in
turn increases work efficiency and better standards (Albu and Wehmeier
2014). Nevertheless, excessive communication and transparency can
cause disadvantages. First, the large amount of communicated infor-
mation creates confusion (Yue et al. 2019). Second, giving too much
information and explanations may be misinterpreted by employees as
the organization is insincere and providing excuses for some hidden
agendas (Yue et al. 2019). A balance between too little and too much
transparency should be the aim. Similarly, information overload caused
by receiving many emails and documentation has also been reported to
cause stress and burnout (Kristof-Brown et al. 2005; Sabeeh and Ismail
2013).

2.3.2. Information security overload

InfoSec compliance can be costly (Bulgurcu et al. 2010a; Herath and
Rao 2009). Employees may feel that they are overloaded from an InfoSec
perspective when they perceive that complying with InfoSec re-
quirements increases their effort when undertaking their primary work
tasks (D’Arcy, et al. 2014; Pham 2019). For instance, employees may
find that requirements for encrypting company files and using encrypted
devices impede their work progress. Cumbersome InfoSec procedures
and requirements lead to frustration and stress, and as a consequence,
employees may come up with workarounds to circumvent policies and
procedures (Beris et al. 2015; Posey, Bennett, and Roberts 2011).
Overload can also be caused by information rather than work tasks.
Information overload relates to the situation where employees are
burdened by a large supply of unsolicited information (Bawden et al.
1999). Similar to work overload, information overload may lead to in-
formation anxiety, distraction, poor problem-solving, and making errors
at work (Edmunds and Morris 2000; Sabeeh and Ismail 2013). More-
over, employees may ignore relevant information by using filtering
strategies to keep the amount of received information at a minimum
(Case et al. 2005; Savolainen 2007).

The excessive implementation of InfoSec measures and negative in-
teractions between employees and their workplaces, including constant
monitoring that is perceived as an invasion of privacy, can also lead to
InfoSec stress and outcomes such as InfoSec misbehaviors (Lee et al.
2016; Posey, Bennett, Roberts, et al. 2011). Characteristics of
InfoSec-related information or requirements, such as complexity and
uncertainty, also contribute to perceived InfoSec overload (D’Arcy et al.
2014). One of how employees release the feeling of overload is to create
workarounds, or shadow security practices, to reduce the time taken on
tasks (Kirlappos et al. 2014).

2.3.3. Psychological empowerment
Empowerment takes place when organizations transfer power to
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employees through participative management and goal-setting activities
so that employees can develop a belief in their authority to make de-
cisions for themselves (Conger and Kanungo 1988). Empowerment
programs aim to improve employees’ perceptions of work tasks,
including the perception of their ability to control, shape, and influence
their work environment (Conger and Kanungo 1988; Spreitzer 1995).

The psychological empowerment construct comprises four di-
mensions that concern the employees’ assessment of their (1) compe-
tence and (2) autonomy in performing a task, (3) the meaning, and (4)
the impact of such a task (Spreitzer 1995). Psychologically empowered
employees are confident in their competency, which refers to the belief
that they are capable of performing their assigned tasks (Spreitzer
1995). Autonomy or self-determination is about the employees’
perception of having the authority and freedom to decide to initiate,
control, and continue their work behaviors (Fernandez and Moldogaziev
2015; Spreitzer 1995). Meaning refers to the employees’ perception of
the task’s value, and impact describes the perception of how much the
employees’ actions can influence organizational outcomes (Conger and
Kanungo 1988; Spreitzer 1995).

Psychological empowerment leads to desirable outcomes such as
innovation, organizational commitment, and organizational citizenship
behavior (Bogler and Somech 2004; Seibert et al. 2011; Shah et al.
2019). Moreover, psychological empowerment may reduce job strain,
stress, and turnover intention (Seibert et al. 2011). It is worth noting that
psychological empowerment may also result in undesirable outcomes
(Mills and Ungson 2003; Spreitzer and Doneson 2005). For example,
psychological empowerment might cause employees to believe that they
have been given excessive responsibilities, which makes them feel more
stressed (Ciulla 1998).

3. Hypothesis development

Previous research has found that perceived response efficacy, or the
belief that the InfoSec measures are effective in addressing cybersecurity
risks, can motivate compliance (Bulgurcu et al. 2010a; Herath and Rao
2009; Siponen et al. 2014). When employees perceive InfoSec policy to
be clear, coherent, and comprehensive, they are more likely to comply
with policy directives (Bulgurcu et al. 2010b). Similarly, explanation
adequacy was found to reduce reactive computer abuses (Lowry et al.
2015). Employees’ understanding of the importance of compliance and
the risks of non-compliance, which is reinforced by a clear and
well-communicated InfoSec policy, may reduce their intention to carry
out InfoSec duties in their own ways (Kirlappos et al. 2015). In our
study, perceived InfoSec transparency reflects the employees’ under-
standing of organizational InfoSec measures (Dang-Pham et al. 2020).
Thus, we hypothesize that employees will refrain from engaging in
shadow security practices when there are effective explanations in the
workplace about recommended InfoSec measures, i.e., organizational
InfoSec is transparent.

H1: Perceived InfoSec transparency decreases intention to engage in
shadow security practices

While information transparency is often the solution for organiza-
tional conflicts, too much transparency may decrease the employees’
constructive behaviors (De Cremer 2016). An excessively transparent
workplace challenges the employees’ feelings of autonomy and
uniqueness, thereby resulting in undesirable behaviors (De Cremer
2016). When employees receive too much information via different
means and channels, such as emails, face-to-face communication,
meetings, and promotional materials, they can feel information overload
(Bawden et al. 1999; Jackson and Farzaneh 2012; Yue et al. 2019).
Similarly, excessive InfoSec-related communication that is complex,
difficult to understand, and ambiguous may increase InfoSec overload,
which subsequently encourages InfoSec workarounds and computer
abuse (D’Arcy et al. 2014; Kirlappos et al. 2014; Pham 2019). It is often
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desirable to have employees understand organizational InfoSec and
recognize InfoSec mechanisms in the workplace, since it motivates
employees to comply with InfoSec policy. Nevertheless, we argue that
excessive implementation of InfoSec measures, which include intrusive
monitoring and an overwhelming number of indicators that constantly
remind employees about organizational InfoSec measures being used,
may put pressure on employees. Given this, we provide the following
hypothesis.

H2: Perceived InfoSec transparency increases InfoSec overload

Transparency was found to motivate positive behaviors such as
volunteering for non-task duties, performing work with enthusiasm,
helping colleagues, complying with policies and procedures despite
their inconvenience, and supporting organizational objectives (Jiang
and Luo 2018). Granting employees access to high-quality information
sources is a key component of structural empowerment, which leads to a
high level of psychological empowerment (Dhillon et al. 2020). We
argue that when employees receive adequate information about orga-
nizational InfoSec, they are better placed to understand the impact of
their InfoSec actions on the organization. Employees will also realize
that their InfoSec actions are meaningful and purposeful, thus becoming
encouraged to make decisions aligned with the organization’s InfoSec
goals. We therefore hypothesize:

H3: Perceived InfoSec transparency increases psychological
empowerment

Psychological empowerment relates to the decentralization of power
among the employees and different managerial levels (Spreitzer 1995).
When employees feel psychologically empowered, they perceive InfoSec
tasks as personally meaningful and understand that their InfoSec actions
can make impactful contributions to the organization (Dhillon et al.
2020). Despite the advantages of psychological empowerment, the
mental state of employees has also been found to be associated with
negative outcomes such as stress, job strain, and burnout (Laschinger
et al. 2001; Seibert et al. 2011). While having power or control may
reduce strain (Seibert et al. 2011), empowered employees also feel stress
caused by their perceptions of having additional expectations and re-
sponsibilities at work (Cheong et al. 2016). When employees perceive
that they have greater autonomy thanks to empowerment programs,
they may feel frustrated and uncertain about their roles, increasing
pressure and reducing work performance (Cheong et al. 2016; Hardy
and Leiba-O’Sullivan 1998). We, therefore, propose the following
hypothesis:

H4: Psychological empowerment increases InfoSec overload

Psychologically empowered employees feel that they have the au-
tonomy and competence to perform assigned tasks (Spreitzer 1995). We
argue that such perceptions of greater autonomy and self-competence
may lead to nonroutine or shadow security practices. Prior research
found that a high degree of autonomy and self-efficacy, as a result of
psychological empowerment, could result in negative organizational
outcomes, e.g., causing the kind of uncertainty that makes employees
deviate from organizational goals (Mills and Ungson 2003; Spreitzer and
Doneson 2005). Likewise, psychologically empowered employees may
feel overconfident in their ability to handle InfoSec issues. Therefore,
they are more likely to create and adopt shadow security practices that,
they believe, improve InfoSec in the organization while allowing them
to complete their primary tasks. This is also congruent with Neutrali-
zation theory, which posits that employees who violate policies often
rationalize that the benefits they bring to the organization outweigh the
negative consequences of their actions (Silic et al. 2017).



D. Dang-Pham et al.

H5: Psychological empowerment increases the intention to engage in
shadow security practices

In our study, InfoSec overload refers to employees’ perception of
being overburdened with InfoSec duties that add extra pressure and
increase their workload (D’Arcy et al. 2014). Prior behavioral InfoSec
studies have analyzed the negative outcomes of InfoSec workload,
including the increased perceived cost of compliance, burnout, and
InfoSec violation (Bulgurcu et al. 2010a; D’Arcy et al. 2014; Pham
2019). Apart from the lack of InfoSec understanding and unavailable
compliance mechanisms, high compliance cost was identified as one of
the main reasons for employees’ non-compliance despite their motiva-
tion to protect the organization (Kirlappos et al. 2013). Similarly, the
Theory of Workarounds suggests that employees may make work ad-
aptations to minimize the constraints of the work systems and achieve
their personal goals (Alter 2014). In line with these arguments, we hy-
pothesize that employees’ perception of InfoSec overload encourages
them to engage in shadow security practices.

H6: InfoSec overload increases intention to engage in shadow secu-
rity practices

Fig. 1 illustrates our proposed conceptual model, which is composed
of the six hypotheses discussed in this section.

4. Research methods

Structural equation modelling (SEM), which comprises factor anal-
ysis and path analysis methods, was employed to examine the proposed
conceptual model in Fig. 1. We hired a market research company to
collect data using an online survey of office workers. The data collection
approach and online survey were reviewed and approved by the ethics
committee at the first-named author’s institution. At the close of data
collection, our final data set contained 433 valid responses.

4.1. Sample

Fifty-five per cent of the respondents were females (238 respondents)
and 45 per cent were males (195 respondents). Most of them are 26-35
years old (55.4 per cent), followed by 36-45 (20.3 per cent), 23-25
(17.3 per cent), and 46-35 (6.9 per cent). The majority of the re-
spondents have obtained an undergraduate degree (85.7 per cent), fol-
lowed by postgraduate degree holders (9.0 per cent), and those who
completed high school (5.3 per cent). Our sample primarily consists of
full-time employees (87.8 per cent), and 12.2 per cent of the respondents
are part-time or casual staff. More than half of these employees work in
small and medium companies whose size ranges from 50 to 100 staff
(64.5 per cent); other respondents work in larger enterprises with
101-500 employees (18.9 per cent) and with 501 employees and above
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(16.6 per cent). Our sample also comprises employees who work in
diverse industry sectors (see Table 1).

4.2. Survey instrument

Our online questionnaire contained 33 Likert scale items measuring
five primary constructs: perceived InfoSec transparency (8 items), psy-
chological empowerment (12 items), InfoSec overload (4 items), and
shadow security intention (4 items). These items were adapted from
previously validated scales. Another five items were included in the
questionnaire to collect data about social desirability bias, which was
used for common method bias treatment. We use six-point Likert scales
(from “strongly disagree” to “strongly agree”) for each of the measure-
ment items to reduce the bias of the survey instrument, by forcing the
respondents not to provide “neutral” answers (Garland 1991; Leung
2011). The respondents’ gender, tenure year, employment (full-time and
part-time), and organization size were also captured by the online
questionnaire. Table 2 summarizes the constructs, their definitions, and
sources. The measurement items of each construct can be found in the
appendix.

5. Analysis

We empirically tested our theoretical model through confirmatory

Table 1
Demographics of sample.
Frequency Frequency
(Percent) (Percent)
Gender Occupation
Male 195 (45.0) Full-time 380 (87.8)
Female 238 (55.0) Part-time or 53 (12.2)
casual
Age Company size
23-25 75 (17.3) 50 or below 50 219 (50.6)
26-35 240 (55.4) 51-100 60 (13.9)
36-45 88 (20.3) 101-500 82 (18.9)
46-55 30 (6.9) From 501 and 72 (16.6)
above
Education Industry
High school 23 (5.3) Retail 59 (13.6)
Undergraduate 371 (85.7) Education 34 (7.9)
Postgraduate 39 (9.0) ICT 51 (11.8)
Healthcare 25 (5.8)
Tenure year Professional 57 (13.2)
services
<5 years 239 (55.2) Manufacturing 63 (14.5)
From 5 years and 194 (44.8) Government 21 (4.8)
above
Finance and 34(7.9)
banking
Other 89 (20.6)

H3 (+)

Perceived

Psychological
Empowerment

H5 (+)

ShadowSec

InfoSec
Transparency

InfoSec
Overload

Fig. 1. A conceptual model of the a:

Intention

ntecedents of shadow security.
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Table 2
Constructs, definitions, and sources.

Construct Definition References

Perceived InfoSec
transparency

The employees’ understanding
of the operations and outcomes
of organizational InfoSec
measures which reflects the
extent to which InfoSec is
clearly communicated within
the workplace.

The measurement items focus on
the employees’ understanding of
(a) how organizational InfoSec
measures are adopted and
useful, and (b) why these
measures are recommended by
the organization.

In our study, psychological
empowerment reflects the
employees’ perceptions of their
ability to control, influence, and
act on InfoSec-related tasks.
Psychological empowerment
comprises four dimensions: 1)
self-determination, 2)
competence, 3) impact, and 4)
meaning.

Self-determination refers to
employees’ perception of their
autonomy in deciding how they
adopt and execute InfoSec tasks.
Competence is about the self-
belief in having the skills and
knowledge to act on the tasks.
Impact and meaning refer to the
employees’ perceptions of how
their InfoSec actions are
meaningful, important, and able
to influence the organization.
The employees’ perception of
being burdened and pressured
by InfoSec duties that add to
their primary work, as a result of
excessive InfoSec
communication that is complex
or ambiguous.

The employees’ intention to
engage in shadow security
practices - unofficial InfoSec
practices that are not
recommended by and may be
unknown to the organization.

Dang-Pham et al. (2020)

Psychological
empowerment

Spreitzer (1995)

InfoSec overload D’Arcy et al. (2014)

Shadow security
intention

Adapted from Mallmann
and Macada (2021); Silic,
Barlow, and Back (2017)

factor analysis (CFA) and structural equation modelling (SEM) by using
the IBM SPSS AMOS software (version 24.0.0). During the CFA, we
examined the convergent and discriminant validity of the latent vari-
ables, i.e., whether the measurement items within a latent variable are
correlated with each other, and not with other items outside of their
latent variable. The reliability of the latent variables was also assessed.

Theoretical structures of the latent variables followed those that
were reported in prior studies. Shadow security intention (SHD), InfoSec
overload (OVL), and perceived transparency (TRANS) were specified as
first-order constructs. We specified psychological empowerment (PEMP)
as a second-order construct which was composed of four dimensions:
self-determination (DET), impact (IMP), competence (COMP), and
meaning (MEAN), as done by the study providing the original mea-
surement items (Spreitzer 1995). We noted that the phrasing of item
SHD2, measuring shadow security intention, might have a situational
confounding effect. Nonetheless, as the original definition of shadow
security emphasizes the context of shadow security behaviors, where
employees cannot follow prescribed InfoSec recommendations
(Kirlappos et al., 2014), we decided to keep this item for validity rea-
sons. The standardized factor loading of SHD2 was also 0.675, providing
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sufficient confidence to retain the item in our model. On the other hand,
item OVL4 had a poor factor loading value of <0.5, indicating its lack of
association with its latent variable InfoSec overload, and thus necessi-
tated its removal. Our CFA model achieved adequate goodness-of-fit, as
evidenced by the following statistics (with acceptance threshold within
the parentheses): CMIN/DF=1.880 (between 1 and 3), CFI=0.929
(>0.95), SRMR=0.056  (<0.08), RMSEA=0.045 (<0.06),
PCLOSE=0.957 (>0.05).

Table 3 summarizes the set of statistics that satisfied their acceptance
thresholds (Hair et al. 2010), and thus indicated good validity and
composite reliability (CR) of each latent variable in the CFA model. The
statistics suggest that the latent variables are well explained by their
measurement items (convergent validity) while being able to distinguish
themselves from other variables, i.e., not explained by the items of other
latent variables (discriminant validity). The standardized factor loadings
of the measurement items can be found in the Appendix. After estab-
lishing factor validity and reliability, we proceeded to the next step to
detect and address the common method bias within our model.

As our analysis is on self-reported data, we also addressed the risk of
common method biases that may influence research results. Besides
implementing precautionary means to reduce common method biases,
such as mixing the order of questions in the questionnaire and providing
clear instructions, we conducted a test to detect social desirability bias in
our data. More specifically, the respondents might provide answers to
some survey items, especially sensitive ones, in a way that makes them
feel socially acceptable. If undetected, social desirability bias can inflate
or deflate the impacts of the model’s variables on each other, therefore
leading to inaccurate interpretations about the variables’ relationships.

We performed the zero and constraints tests during the CFA process
by including social desirability as an additional latent variable in our
model. These tests’ results are summarized in Table 4. The p-values of
both tests were much smaller than the statistical significance threshold
of 0.05, which suggested that (1) social desirability bias existed in the
model, and (2) this bias was unevenly distributed among the latent
variables. The treatment for such bias was performing imputation to
generate factor scores for the latent variables while acknowledging the
bias in the respondents’ answers, by configuring the social desirability
latent variable to affect all measurement items during the imputation.

For the SEM analysis, we specified and evaluated a structural model
with the imputed factor scores from the previous CFA step. We also
added the employees’ gender, company size, tenure year, and employ-
ment status (full-time and part-time or casual) to the model as control
variables. The structural model achieved excellent goodness-of-fit, as
indicated by the following statistics: CMIN/DF=1.165, CFI=0.997,
SRMR=0.031, RMSEA=0.020, PCLOSE=0.857. Fig. 2 reports the stan-
dardized coefficients of the relationships between the latent variables.

Our model of perceived transparency, psychological empowerment,
and InfoSec overload explained 40.4 per cent of the variance in shadow
security intention. Perceived transparency was found to decrease the
employees’ intention to perform shadow security, whereas psychologi-
cal empowerment and InfoSec overload increased such intention.
Furthermore, perceived transparency increased both psychological
empowerment and InfoSec overload. InfoSec overload was increased by
psychological empowerment. The SEM findings supported all of the
proposed hypotheses (Table 5).

The SEM analysis supported our hypothesis that perceived InfoSec
transparency reduces shadow security intention. In our study, perceived
InfoSec transparency refers to the employees’ understanding of how
InfoSec measures work, i.e., their operations and outcomes, and why
they are recommended by top management (Dang-Pham et al. 2020). As
such, a high level of InfoSec transparency reflects effective communi-
cation and training about InfoSec in the workplace. Our results on the
relationship between perceived transparency and shadow security
intention support the view in Kirlappos et al.’s (2014) study that
transparent InfoSec communication is necessary for reducing shadow
security.
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Table 3
Model validity and reliability.
CR AVE MSV SHD OVL PEMP TRANS
SHD 0.827 0.546 0.236 0.739
OVL 0.751 0.504 0.236 0.486%** 0.710
PEMP 0.844 0.579 0.202 0.283%** 0.226%** 0.761
TRANS 0.916 0.577 0.202 0.063 0.273%** 0.449%** 0.760
Threshold >0.7 >0.5 <AVE

Note: CR=composite reliability; AVE=average variance extract; MSV=maximum shared variance; SHD=shadow security intention; OVL=InfoSec overload;

PEMP=psychological empowerment; TRANS=perceived InfoSec transparency.

Table 4
Common method bias test results.

X2 DF Delta p-value

Zero constraints test
Unconstrained model
Zero constrained model
Equal constraints test
Unconstrained model
Equal constrained model

1658.185 428 X?=761.810 DF=27 0.000

896.375 455
1658.185 428 X?=72.781 DF=32 0.000
1730.966 454

Our analysis also confirmed InfoSec overload to be an antecedent of
shadow security intention. When employees feel that they cannot
comply with the measures prescribed by the organization, they become
inclined to perform shadow security in an attempt to protect organiza-
tional InfoSec (Kirlappos et al. 2014). There are several reasons why
employees might be unable to comply, e.g., unclear instructions or lack
of InfoSec skills. InfoSec overload is one of these reasons, and thus our
finding of perceived InfoSec overload leading to shadow security
intention is congruent with this explanation.

As hypothesized, psychological empowerment was also found to
increase shadow security intention. Psychological empowerment is
defined as the employee’s evaluation of their competence and autonomy
in performing InfoSec tasks, as well as the perceived impact and
meaning of these tasks (Dhillon et al. 2020). Psychological empower-
ment can be achieved through InfoSec training and involving em-
ployees’ participation in InfoSec decision-making processes (Dhillon
et al. 2020), which therefore would be anticipated to result in positive
organizational outcomes. A meta-analytic review of the consequences of
psychological empowerment also mentioned desirable outcomes such as
better job satisfaction, organizational commitment, task performance,
organizational citizenship behavior, and less job strain and turnover
intention (Seibert et al. 2011).

To explain our finding, we suggest that because psychologically
empowered employees feel confident in their InfoSec skills and realize
the autonomy granted by top management, they perform shadow

0.473***

-0.267%%*

Perceived

Psychological
Empowerment
(R*=0.224)

0.159***

security while genuinely believing that they are protecting organiza-
tional InfoSec. Self-efficacy, as part of the state of being psychologically
empowered, has been recognized to potentially produce negative ef-
fects, especially when the level of self-efficacy inflates beyond actual
capabilities, leading to complacency or overconfidence (Moores and
Chang, 2009; Vancouver et al., 2002). In the InfoSec context, Redmiles
et al. (2016) found that users who scored lowest on InfoSec tests rated
their knowledge as “high”, and such miscalibration can lead to not only
personal vulnerability but also endanger organizational systems when
users in critical positions skip or circumvent InfoSec measures (Greulich
et al., 2024; Kumaraguru et al., 2007). Similarly, self-identified InfoSec
experts were found to have less secure behaviors than self-identified
non-experts, which suggested that self-identified experts might feel
empowered to make their own decisions and overlook organizational
guidelines (Cain et al. 2018).

The analysis supported our hypotheses concerning the positive ef-
fects of perceived InfoSec transparency on psychological empowerment
and InfoSec overload. Prior studies on psychological empowerment in
general (Seibert et al. 2011) and in the InfoSec context (Dhillon et al.
2020) have identified its antecedents to be contextual factors within an

Table 5
Outcomes of hypothesis testing.
Hypothesis  Description Test
outcome
H1 Perceived InfoSec transparency decreases intention to ~ Supported
engage in shadow security practices
H2 Perceived InfoSec transparency increases InfoSec Supported
overload
H3 Perceived InfoSec transparency increases Supported
psychological empowerment
H4 Psychological empowerment increases InfoSec Supported
overload
H5 Psychological empowerment increases the intentionto ~ Supported
engage in shadow security practices
H6 InfoSec overload increases intention to engage in Supported

shadow security practices

0.285%**

ShadowSec

InfoSec
Transparency

0.220%**

p-value < 0.05 (*), 0.01 (**), 0.001 (**¥)

InfoSec
Overload
(R*=0.107)

Intention
(R*=0.404)

n.s.

0.570%%* Demographics
Gender
Company size
Tenure year
Employment

Fig. 2. Structural equation modelling results.
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organization and high-performance managerial practices, which include
leadership, work design characteristics, participative decision-making,
training, and open information sharing. As mentioned above,
perceived InfoSec transparency reflects the employees’ understanding of
InfoSec measures in the workplace that can result from such managerial
practices. Consequently, our finding of the positive relationship between
perceived InfoSec transparency and psychological empowerment is
aligned with current research.

Interestingly, our findings suggested that when employees gain more
understanding about InfoSec measures, i.e., perceived InfoSec trans-
parency, they feel more InfoSec overload. Likewise, psychological
empowerment was also found to result in InfoSec overload. Prior studies
have examined the consequences of InfoSec overload, such as stress,
burnout, and policy violation (Lee et al. 2016; Pham 2019), but little is
known about its causes. To this end, we contribute to the body of
knowledge by identifying perceived InfoSec transparency and psycho-
logical empowerment as new antecedents of InfoSec overload for further
investigation.

6. Discussion and contributions

InfoSec behaviors have been categorized based on employee inten-
tion, ranging from malicious (including misuse and intentional viola-
tion) to benevolent (including basic compliance and proactive
behaviors) (Stanton et al. 2005). Shadow security falls into the benev-
olent intention category since the employees performing shadow secu-
rity want to protect organizational InfoSec, but engage in workarounds,
which have potentially detrimental outcomes (Kirlappos et al. 2014). In
this research, we aim to identify the antecedents of the employees’
intention to perform shadow security, i.e., the InfoSec workarounds that
are unofficial and unknown to top management (Kirlappos et al. 2014).
Our analysis confirmed quantitatively that perceived InfoSec trans-
parency, psychological empowerment, and InfoSec overload signifi-
cantly affect the intention to perform shadow security, and we
subsequently examined the relationships between these antecedents.

In terms of theoretical contributions, our study expands current
knowledge about InfoSec behaviors by identifying the antecedents of the
shadow security construct, besides the commonly studied variables such
as compliance and noncompliance (Padayachee 2012; Sommestad et al.
2014). To our knowledge, we present the first quantitative research that
has operationalized shadow security and empirically determined its
antecedents. To this end, we further contribute a set of measurement
items to measure shadow security intention, which has been validated
with empirical data from the sample of office workers in this study.

In addition to our work on the shadow security construct, our study
explored the effects of perceived InfoSec transparency, psychological
empowerment, and InfoSec overload, which have not been widely
studied by behavioral InfoSec literature. The relationships between
these antecedents of shadow security are particularly interesting. While
prior studies have highlighted the positive outcomes of InfoSec trans-
parency and psychological empowerment (see e.g., Dhillon et al. 2020;
Lowry et al. 2015), we found these factors increase InfoSec overload and
subsequently lead to shadow security practices. These findings contra-
dict the common belief that ignorance and confusion are the sole reasons
for work overload, and thus empowerment and the provision of suffi-
cient and accurate information about organizational InfoSec to improve
transparency reduce InfoSec overload.

The positive effects of perceived InfoSec transparency and psycho-
logical empowerment on InfoSec overload suggest various directions for
future studies. In particular, mitigations are needed should transparency
and psychological empowerment remain the driving factors of InfoSec
overload. For instance, future studies may examine the threshold and
conditions where InfoSec engagement and empowerment become
excessive and result in InfoSec overload. We observed that the number
of studies dedicated to enhancing InfoSec initiatives, see e.g., Puhakai-
nen and Siponen (2010), Tsohou et al. (2013), and Spears and Barki
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(2010), was overshadowed by those that aimed to determine the ante-
cedents of InfoSec behaviors. Thus, we encourage future behavioral
research to focus more on how organizational initiatives, including SETA
training, communication, participative decision-making, and InfoSec
task design, should be carried out.

Our findings suggest that increasing the quality of InfoSec engage-
ment and empowerment is more advisable than focusing only on
quantity. Excessive InfoSec engagement and empowerment initiatives,
including SETA training, frequent communication, and participative
decision-making (without thoughtful consideration and follow-up), may
further burden employees rather than support them. Organizations
should also move beyond simply boosting employees’ self-efficacy and
make efforts toward calibrating the alignment between perceived and
actual capabilities (Moores and Chang, 2009). Calibration-based
training that exposes users to practical decision-making scenarios and
personalized feedback, as well as adaptive, gamified InfoSec training
programs, have been recommended by past studies to reduce cognitive
burden and overconfidence, while promoting precaution-taking behav-
iors (Chen and Koufaris, 2015; Frank, 2020).

Most recently, Greulich et al. (2024) found that trust in organiza-
tional protective structures led to reduced personal vigilance, while trust
in fair and transparent InfoSec practices resulted in commitment and
precaution-taking. They also showed that complacency could suppress
security mindfulness, which discouraged precaution-taking. These
findings are consistent with ours that perceived InfoSec transparency
can reduce shadow security, suggesting that security mindfulness may
also discourage shadow security. Organizations are therefore recom-
mended to shift their focus to a balanced InfoSec transparency approach,
i.e., prioritizing quality over quantity, emphasizing trust in practices
rather than protective structures, to promote InfoSec mindfulness rather
than solely increasing employees’ self-efficacy. Future InfoSec research
is invited to explore the relationship between security mindfulness and
shadow security as well.

In line with the above discussions, we also advocate a targeted
empowerment approach, where organizations should customize in-
terventions and training programs for specific employee groups. For
instance, inflated self-efficacy can result in overplacement, or the belief
that one’s InfoSec abilities are superior to those of peers, leading to
reduced receptivity to training and expert advice, while increasing the
tendency to take shortcuts and downplay organizational risks (Ament
and Jaeger, 2017; Anderson and Agarwal, 2010; Pennycook et al.,
2017). On the other hand, employees with low self-efficacy tend to avoid
InfoSec tasks due to fear or perceived difficulty (Liang and Xue, 2009).
As such, calibration-based training, focusing on simulations and feed-
back loops, can be targeted for the former group, whereas the latter may
benefit more from scaffolded learning and peer coaching to build
foundational confidence. Interestingly, Bachrach et al. (2023) found that
perceived proximity, or how close employees feel toward their col-
leagues and organization, moderates the curvilinear effect of
self-efficacy on effort, where high proximity provides social cues that
reinforce understanding about effort standards. Similarly, Frank et al.
(2023) identified social context, such as team size and communication
frequency, as critical predictors of overconfidence. Considering these
studies, we recommend that management pay attention to organiza-
tional structures when designing and implementing InfoSec in-
terventions. Organizational network analysis methodologies, as
demonstrated in the InfoSec context (e.g., Dang-Pham et al., 2017), can
offer both practical insights into such structures and inform targeted
empowerment interventions, as well as provide opportunities to
advance theoretical knowledge through investigating the relationship
between organizational structures and shadow security.

7. Limitations and future work

There are certain limitations of this study that need to be noted. First,
our findings were drawn from a sample of office workers in Vietnam,
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which might be influenced by the country’s cultural traits. Employees
acting within the information security context adhere to procedures
based on shared conventions. These conventions, which may differ from
formal organizational policies, are learned through a combination of
work experience, environment, professional identity, authority, media,
social interactions, cultural values, and organizational culture. (Karja-
lainen, Siponen, Puhakainen, & Sarker, 2020).

According to Hofstede (2001), the Vietnamese culture has high
power distance and collectivism, as well as low uncertainty avoidance,
which suggests that Vietnamese people would be more likely to accept
organizational hierarchy and prioritize saving face, yet tolerate devia-
tion from the norm more easily. Research has established that power
distance, defined as the degree to which members of organizations or
institutions accept the legitimacy of unequally distributed power
(Hofstede, 1984), impacts job attitudes and can have an effect on
counterproductive work behavior (Bochner and Hesketh, 1994). As an
employee’s power distance orientation can determine how they inter-
pret and respond to authority, there is potential that organizational
policy dictated by management may be more readily accepted by those
in high power distance cultures.

Our findings indicated that psychological empowerment and InfoSec
overload have strong impacts on the employees’ intention to perform
shadow security, which might be affected by those cultural traits. Spe-
cifically, we postulate that when Vietnamese office workers are assigned
InfoSec tasks by their managers and receive empowerment, they feel
obliged and pressured to perform these tasks so much that they would
resort to shadow security workarounds if necessary (this would also
apply to countries with similar cultural characteristics to Vietnam such
as China and Indonesia). In other cultures that see less importance in the
hierarchy and favour uncertainty avoidance more (for example, in
Australia or Germany), employees might be more willing to discuss with
their managers to find solutions for their InfoSec burdens, and thus they
would be less likely to resort to shadow security. To this end, we propose
that future work may explore this dimension through cross-cultural
replication. As perspectives of certain groups (e.g. IT workers) may
differ from those of the national level, we also suggest that work that
considers cultural dimensions should do so at the individual level rather
than at the national level.

Second, since there has been no prior quantitative research that
determined the antecedents of shadow security, there may be other
important drivers and inhibitors of shadow security that may extend our
conceptual model. For instance, perceptions of the costs and benefits of
InfoSec behaviors have been consistently confirmed to be important
behavioral antecedents by studies that employed Protection Motivation
Theory (Padayachee, 2012; Sommestad et al., 2014). Likewise, both
InfoSec compliance and noncompliance are influenced by perceptions of
sanctions, according to General Deterrence Theory (D’Arcy and Herath,
2011). Recent work has also empirically demonstrated the link between
employee affective responses (e.g., Fear/Concern) and their appraisal of
security threats (Thompson and Oldfield, 2024).

Protection Motivation Theory (PMT) (Rogers, 1975) explains that
individuals’ motivation to address potential threats stems from their
evaluation of both the threat and their coping abilities. Originally a
model for health behaviors, PMT is now a leading theory in behavioral
information systems (IS) security research, a central focus within the IS
security field (Boss et al., 2015; Crossler et al., 2013). As such, it has
been successfully applied in organizational policy compliance contexts
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(Vance, Siponen, and Pahnila, 2012), which are comparable to the
environment considered in our research. Among key constructs in pro-
tection motivation theory are the costs and efficacy of available
responses.

Response Efficacy is defined as the conviction that a protective ac-
tion will be effective in preventing the security threat to oneself or others
(Floyd et al., 2000). Response Cost is the perceived cost (e.g., money,
time, effort) involved in undertaking the protective action (Floyd,
Prentice-Dunn & Rogers, 2000). Both of these have been shown to play a
role in employee attitudes towards security (Herath and Rao, 2009).
Given that shadow security may be motivated by security requirements
being “burdersome” (Beris, Beautement, & Sasse, 2015), it is conceiv-
able that this may be linked to the perceptions of response cost. Future
work may integrate established theories in compliance literature, such
as PMT, to provide a deeper understanding of shadow security. Simi-
larly, we invite researchers to conduct exploratory and qualitative
studies to acquire an in-depth understanding of shadow security and its
causes.

8. Conclusion

We found shadow security to be an interesting and practical target
variable that should be investigated further by behavioral InfoSec
studies. Though shadow IT has been the subject of prior work, this has
been around general IT behaviors and not focused on security. However,
as security both performs critical tasks and has influence on all other
areas of business, we believe it is both intrinsically and positionally
important (Dreyfus and Iyer, 2008). Furthermore, given the increasing
prevalence of a ‘work-from-anywhere mode of activity and the increased
connectivity of mobile devices post-pandemic, we anticipate that
shadow security will become a key issue as part of the persistent and
growing area of insider threats. Studying the motivations and conse-
quences of shadow security thus enables managerial practices to not
only correct but also capitalize on these behaviors to improve organi-
zational InfoSec. For instance, practitioners and researchers may
examine characteristics of shadow security practices and use them to
design InfoSec measures that can be accepted by employees. As such,
there is a need for future studies to examine the antecedents and out-
comes of shadow security behaviors. We hope that our theoretical model
and validated scale instruments provided in this manuscript will enable
future researchers to build upon these promising findings.
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Table 6
Measurement items and constructs.
Measurement item Std. factor CR AVE
loading
Shadow security intention (SHD) 0.827 0.545
SHD1-I intend to use InfoSec measures that I believe are effective, but not prescribed by my company. 0.794
SHD3-I intend to deploy my own solutions to carry out my InfoSec responsibilities. 0.759
SHD2-When prescribed InfoSec behavior cannot be followed; I will resort to find other ways to proceed with my primary task. 0.675
SHD4-I intend to go around InfoSec to comply with the policies in my own way. 0.720
InfoSec overload (OVL) 0.751  0.504
OVL3-1 have a higher workload due to increased information security requirements. 0.725
OVL1-1I am forced by information security policies and procedures to do more work than I can handle. 0.783
OVL2-My organization’s information security policies and procedures hinder my very tight time schedules. 0.612
OVL4-1I am forced to change my work habits to adapt to my organization’s information security requirements. Dropped
Psychological empowerment (EMP) 0.844  0.579
Self-determination (SFD) 0.868 0.781 0.544
SFD1-1 have significant autonomy in determining how I do my job of securing information and information systems. 0.787
SFD2-1 can decide on my own how to go about doing my work of securing information and information systems. 0.699
SFD3-1 have considerable opportunity for independence and freedom in how I do my job of securing information and information systems. ~ 0.723
Impact (IMP) 0.809 0.791  0.558
IMP1-My impact on what happens in my department related to information security is large. 0.724
IMP3-1 have significant influence over what happens in my department related to information security. 0.766
IMP2-1 have a great deal of control over what happens in my department related to information security. 0.751
Competence (COMP) 0.729 0.855 0.664
COMP1-1 am confident about my ability to do my job of securing information and information systems. 0.826
COMP3-TI have mastered the skills necessary for securing information and information systems. 0.786
COMP2-1 am self-assured about my capabilities to perform my activities in securing information and information systems. 0.831
Meaning (MEAN) 0.616 0.741  0.492
MEAN1-The work of securing information and information systems is very important to me. 0.611
MEAN2-The activities of securing information and information systems are personally meaningful to me 0.662
MEAN3-The work of securing information and information systems is meaningful to me. 0.815
Perceived InfoSec transparency (TRANS) 0.916  0.577
TRANSI1-It is clear and understandable why my company preferred the current InfoSec measures 0.769
TRANS2-1t is clear and understandable why employees are recommended or required to use InfoSec measures in my company 0.802
TRANS3-It is explained why the recommended InfoSec measures are effective and useful in my company 0.791
TRANS4-I can tell or it is explained whether the use of InfoSec measures in my company have been effective or not 0.744
TRANSS5-There are visible indicators and mechanisms in my workplace to let employees know whether InfoSec measures are being used 0.731
properly
TRANS6-Overall, decisions and efforts related to organizational InfoSec are transparent, visible and/or clearly communicated 0.770
TRANS7-It is explained how the recommended InfoSec measures can help to protect computers and information systems in my company 0.805

TRANSS8-I understand the benefits and limitations of the InfoSec measures in my company, as well as the outcomes and impacts that result ~ 0.655

from its use
Threshold

>0.5 >0.7 >0.5

Note: CR = composite reliability; AVE = average variance extracted; bold texts indicate the higher-order latent constructs; italic texts indicate lower-order latent

constructs.

Data availability
The authors do not have permission to share data.
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