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A B S T R A C T

Users may respond to threats with a wide range of coping strategies in addition to protective information security 
behavior. However, relatively little is known about emotion-focused coping (EFC), and prior work has often 
considered such responses to be “maladaptive." We examine EFC in the context of phishing and demonstrate that 
it can, in fact, have a positive influence on security behavior. Our research model builds on the established 
foundation of protection motivation theory and incorporates threat devaluation and positive reappraisal as forms 
of EFC. We collected quantitative data from 518 respondents and tested our model with PLS structural equation 
modeling to provide empirical insights into how threat and coping appraisals can lead to both emotion-focused 
and problem-focused responses. We find that EFC responses are nuanced and thus classify them according to 
whether the individual response is to either approach or avoid the threat. As these coping responses may be 
shaped by user perceptions, our findings provide opportunities to both protect users and develop a more 
comprehensive understanding of information security behavior.

1. Introduction

As meta-analyses such as those by Mou et al. (2022) and Sutton and 
Tompson (2025) demonstrate, a large amount of behavioral information 
security research has explored factors that may influence whether and 
how technology users protect themselves against information security. 
Theories such as Protection Motivation Theory (PMT) (Rogers, 1975) 
and Technology Threat Avoidance Theory (TTAT) (Liang and Xue, 
2009) underpin much of this work. This research has led to valuable 
insights and contributed to approaches to improving security behavior, 
but users still do not consistently adopt protection behaviors. Further
more, when a user faces an information security threat, they might not 
focus their effort on protection behaviors, known as problem-focused 
coping (PFC) responses; for example, using anti-phishing software 
tools. Instead, they might manage the emotional impact the threat 
causes through emotion-focused coping (EFC) (Chen et al., 2022; 
Thompson et al., 2024; Xin et al., 2021). For example, wishing that 
nothing negative will happen if they open a phishing email (wishful 
thinking), denying that identity theft resulting from phishing could 
happen to them (denial), and underestimating the impact of a phishing 
attack (threat devaluation).

Haag et al. (2021) have called for more research to help understand 

users’ EFC responses, including identifying the distinct types of these 
responses and determining what factors influence them. Recent research 
(Thompson et al., 2024) has shown that threat devaluation, where users 
respond to phishing threats by devaluing them in order to reduce their 
stress, is a form of EFC that plays a role in their responses to phishing 
threats. This study also found that many determinants of security 
behavior influence users to devalue the threat. Using threat devaluation 
as a response has the impact of relieving stress but may delay the 
enactment of practical information security behavior. Another EFC 
response that has been studied in the health domain, but not the infor
mation security context, is positive reappraisal. Positive reappraisal is a 
coping response where threats are reconstrued as having a potentially 
positive benefit, so that the individual appraises the threat as a chal
lenge, enabling them to ultimately adopt problem-focused responses 
(Davey, 1993). As the role of positive reappraisal in coping with security 
threats has not yet been studied, and very little is known about threat 
devaluation, this research extends the work of Liang et al. (2019) and 
Thompson et al. (2024), which consider the roles of different types of 
EFC in phishing protection behavior. This study proposes and tests a 
model that includes the roles that positive reappraisal and threat 
devaluation play in how users respond to information security threats. 
Phishing was used as the context for this research as phishing is an 
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increasingly concerning information security threat, with the 
Anti-Phishing Working Group (2024) reporting the detection of over 
300,000 unique phishing websites per month.

The study addresses two main research questions: 

RQ1: How are positive reappraisal and threat devaluation influenced 
by factors that have been found to influence phishing protection 
behavior?
RQ2: How do positive reappraisal and threat devaluation influence 
phishing protection behavior?

Previous information security research has demonstrated that there 
can be gender differences in both privacy and security behavior and the 
perceptions that influence these behaviors (McGill and Thompson, 
2021). Little is known about how gender might influence the use of EFC 
responses in response to phishing threats, but Liang et al. (2019) found 
that gender influenced an EFC construct that included emotional sup
port seeking and venting, with females more likely to employ these EFC 
responses, but not others. Given this finding, our study also extends the 
work of Liang et al. (2019) by exploring whether gender plays a role in 
the use of positive reappraisal and threat devaluation: 

RQ3: Does gender play a role in the use of positive reappraisal and 
threat devaluation in response to phishing threats?

2. Literature review

The psychological theory of stress and coping (Lazarus, 1966) de
scribes how individuals respond to environmental threats or challenges 
through processes of cognitive appraisal and coping. Cognitive appraisal 
is the initial environmental assessment made by the individual, by which 
they ascertain if there is a potential threat, as well as if anything can be 
done in response to the threat. The evaluation of potential harm and 
potential responses are commonly described as primary and secondary 
appraisal processes, though they may occur in parallel (Lazarus and 
Folkman, 1984). Primary and secondary appraisals both lead to a 
determination of whether the perceived threat is significant and in what 
way (e.g. is it harmful or challenging).

Coping can be defined as “the cognitive and behavioral effort to 
manage specific external and/or internal demands that are appraised as 
taxing or exceeding the person's resources” (Lazarus and Folkman, 1984, 
p. 141). Thus, environmental conditions that are perceived as threats via 
the appraisal processes described above will invoke a coping response. 
Coping is recognized to have two major functions: regulating the 
stressful experience (EFC) and taking action to address the source of the 
threat or distress (PFC). Thus, when faced with an information security 
related threat, it is possible that the effort a user exerts toward managing 
the situation need not be directly problem-focused but may instead be 
inwardly focused on managing the associated emotional impact of the 
threat. User responses to security threats may thus be categorized into 
EFC and PFC.

Foundational work on coping discussed a broad range of approaches 
that people may use to react to stressful environmental conditions or 
threats. For example, they might directly address the threat to “come up 
with a couple of different solutions to the problem”, or they might “be 
inspired” by the situation (Folkman and Lazarus, 1980). These coping 
responses have subsequently been shown to fit distinctly into problem or 
emotion-focused domains (e.g. Tobin et al., 1989). Within the class of 
EFC responses, several of these identified coping responses have been 
associated with various outcomes both in health-related domains (e.g. 
Carver et al., 1989; Folkman, 1988) and in the information security 
literature (e.g. Liang et al., 2019).

Though a large number of coping strategies have been identified 
(Skinner et al., 2003), there is no broad consensus on the structure of 
coping within the two higher-order dimensions of EFC and PFC. Simply 
organizing coping strategies into problem-focused or emotion-focused 

mechanisms, though convenient and easily understood, says little 
about the implications of a particular coping style for the individual 
when faced with a stressor. This limitation has been addressed by 
Scheier et al. (1986), who considered how the strategies guide the in
dividual to address the problem. They conclude that while PFC strate
gies may be correlated with one another, some EFC strategies may serve 
a range of functions, some of which address a stressor (i.e. approach it) 
while others may avoid it. This more functional classification is 
compatible with early work (Freud, 1915), which suggests that coping 
strategies exist within two different high-level dimensions - those which 
either approach or avoid a stressor. Thus, the approach/avoidance di
mensions provide a suitable framework within which we examine the 
different coping mechanisms in this research.

Examples of approach coping could include strategies such as taking 
a specific action (i.e. PFC), planning, or positive reappraisal of the sit
uation (Freire et al., 2020). Avoidance or evasive strategies, on the other 
hand, are those coping mechanisms in which the stressful situation is not 
directly addressed. These might include denial or wishful thinking. 
There is some evidence that approach coping responses are generally 
related to positive outcomes, while this is not the case for avoidance 
strategies. For example, information security studies have shown that 
the emotion-focused responses of denial (Xin et al., 2021) and wishful 
thinking (Liang et al., 2019) can be regarded as potentially counter
productive, as they can hinder adoption of PFC responses whereas 
approach EFC responses such as venting and social support can help 
users achieve the emotional state they require to engage in PFC (Liang 
et al., 2019).

Haag et al. (2021) called for more research to help understand users’ 
EFC responses to security threats, and recent studies have started to 
answer this call by studying the role of different emotion-focused re
sponses to fear (e.g., Chen and Liang, 2019; Cho et al., 2020; Liang et al., 
2019; Xin et al., 2021).

2.1. Positive reappraisal

Positive reappraisal describes efforts to recast an otherwise negative 
situation in terms of personal growth (Folkman et al., 1986). By rein
terpreting the situation in positive terms, the individual may believe that 
something can be gained from the situation (Folkman and Moskowitz, 
2000). This is consistent with the definition of an EFC response, as it 
attends to the internal emotional state of the individual without directly 
addressing the reality of the situation. It is worth noting that the goal is 
not to distort the reality of the situation itself, but to recognize the po
tential for a positive experience (Nowlan et al., 2015). Positive reap
praisal would therefore be considered an approach response as it 
involves addressing the stressor.

Interestingly, prior work has found a high correlation between pos
itive reappraisal and problem-focused forms of coping (Folkman and 
Lazarus, 1985). This also suggests that although positive reappraisal is 
an emotion-focused response, it may encourage PFC behaviors. Prior 
work on this element of coping has measured positive reappraisal 
through a variety of measures and in different environments (Nowlan 
et al., 2015); however, it has not previously been studied in the context 
of information security behavior. As positive reappraisal may be a 
determinant of practical security behavior (i.e. PFC), understanding its 
role in security threat appraisal and response has the potential to be 
impactful in protecting users against phishing threats.

2.2. Threat devaluation

Threat devaluation is an EFC strategy where someone acknowledges 
a problem or threat but tries to lessen its stressful impact. For instance, 
in cybersecurity, a user might know about email phishing but downplay 
the risk, feeling no urgent need to act. Unlike denial, threat devaluation 
means the threat isn't ignored, but immediate action isn't seen as 
necessary.
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Research by Davey (1993) in a health context suggests that threat 
devaluation can be linked to PFC when people deal with manageable 
threats. Adopting this approach to lessen the stress of lower-impact 
threats can potentially allow individuals to save their focus for more 
serious issues.

Understanding threat devaluation is crucial for information security 
because different types of EFC can affect PFC. If threat devaluation 
operates as an approach EFC response (such as seeking social support), it 
could potentially help PFC. However, if it is more like avoidance EFC (e. 
g. denial), it might hinder PFC. By understanding threat devaluation and 
its influencing factors, security professionals can better grasp users' 
emotional states and help them manage security threats through direct 
support, training, and awareness campaigns.

2.3. Coping models and information security threats

PMT explains how individuals are motivated to respond to potential 
threats based on their appraisals of both the threat and the available 
coping mechanisms (Rogers, 1975, 1983). Originally developed as a way 
to understand health-related behaviors, PMT is now one of the most 
commonly applied theories in behavioral information security research 
(Haag et al., 2021; Hassandoust et al., 2020), a key area of the infor
mation security field (Boss et al., 2015).

Over time, PMT has been used as the basis to study the potential role 
of new constructs such as descriptive norm (Thompson et al., 2017) and 
information security culture (Alrawhani et al., 2025). However, much of 
this prior work has only considered PFC (in the form of security in
tentions or behaviors) as the outcome variable of interest. Given that a 
wide range of alternative coping responses exist that are not 
problem-focused, there is potential for impactful findings into why end 
users often fail to enact security measures or comply with organizational 
directives. The initial research on this has largely used PMT (e.g., Xin 
et al., 2021), TTAT (e.g., Chen and Liang, 2019), and Witte's (1992)
Extended Parallel Process Model (EPPM) (e.g., Chen et al., 2022; Masuch 
et al., 2021) to help understand the part that EFC responses play in how 
users respond to information security threats. However, apart from 
Liang et al. (2019), the EFC responses investigated have largely been 
avoidance strategies, and no previous research has investigated the role 
of positive appraisal in the information security domain. In this study, 
we build on previous research using PMT and EPPM to explore the roles 
of two little-studied dimensions of EFC: positive reappraisal and threat 
devaluation. These are relatively independent constructs with distinc
tive qualities contributing separately to the prediction of coping sub
scale scores – i.e. types of coping (Davey, 1993). The development of the 
research model and hypotheses are explained in more detail in Section 3.

2.4. Gender and coping with information security threats

To better understand how positive reappraisal and threat devalua
tion influence phishing protection behavior, this study also explores 
whether gender plays a role. Previous research has highlighted gender 
differences in security behaviors and in perceptions that can influence 
information security intentions and behaviors (Gratian et al., 2018; 
Jagatic et al., 2007; McGill and Thompson, 2021; Sheng et al., 2010). 
For example, McGill and Thompson (2021) identified gender differences 
in over 40 % of the security and privacy behaviors they investigated, 
concluding that overall levels of both were significantly lower for fe
males than males. The differences tended to be with those behaviors that 
require more technical skill, such as enabling a firewall on a home 
network and installing security software. This was despite females 
having higher levels of perceived threat severity and descriptive norm. 
Several studies have also found that females have a greater vulnerability 
to phishing attacks (Jagatic et al., 2007; Sheng et al., 2010), with Sheng 
et al. (2010) finding that female users were more likely to click on links 
in phishing emails and proceed to provide personal information. Both 
McGill and Thompson (2021) and Sheng et al. (2010) also reported that 

female users had less security knowledge and training than males, sug
gesting it as part of the reason for the differences in susceptibility to 
threats because of reduced ability to protect against them.

Very little research has explored the potential role of gender in EFC. 
However, in the context of decision making, Flores-Torres et al. (2022)
found that while positive reappraisal reduced negative emotions for 
both men and women, it improved women’s decision making in a widely 
used decision making test (Iowa Gambling Test; Bechara et al., 1994) yet 
impaired men’s. This was despite men in the control group having better 
decision-making performance on average than females. They suggested 
that males may be able to more rapidly direct their cognitive resources 
to PFC than females, and in doing so, not deal with the negative emotion. 
In contrast, when they do employ positive reappraisal, it may negatively 
affect their decision-making because their cognitive resources are split 
between regulation of their emotions and the task, something that did 
not occur with females.

In the information security domain, Chen et al. (2022) found that 
gender did not influence the use of defensive-avoidance, but did influ
ence whether users sought help, with females more likely to do so. 
Similarly, neither Marett et al. (2011) nor Xin et al. (2021) found sig
nificant gender differences in levels of avoidance EFC responses. In 
Marett et al. (2011), defensive-avoidance and hopelessness were 
considered, and in Xin et al. (2021), five types of avoidance EFC re
sponses were tested (defensive-avoidance, reactance, hopelessness, 
wishful thinking, and fatalism).

In the only study to date that has considered approach EFC re
sponses, Liang et al. (2019) found that although gender did not influence 
their avoidance EFC construct (called inward EFC and which included 
denial, distancing and wishful thinking) it had a small positive influence 
on their approach EFC construct (called outward EFC, with emotional 
support seeking and venting included), with females more likely to use 
approach strategies. Given this research suggesting that gender may be 
important in the adoption of approach EFC responses to security threats, 
this study also explores whether gender plays a role in the use of positive 
reappraisal and threat devaluation.

3. Model development

Roger’s PMT (1975, 1983) and Witte's EPPM (1992) provide 
frameworks for understanding how individuals react to perceived 
threats. They include elements that represent whether individuals 
engage in danger control, aimed at mitigating the threat, or fear control, 
focused on managing their emotional response. EPPM has a more 
explicit focus on EFC, but does not accommodate the co-existence of EFC 
and PFC (van ‘t Riet and Ruiter, 2013). We draw on both PMT and EPPM 
to explore how threat devaluation and positive reappraisal impact re
sponses to phishing threats and propose the model depicted in Fig. 1, 
with construct definitions provided in Table 1.

Both PMT (Rogers, 1983) and EPPM (Witte, 1994) emphasize that 
perceived severity and vulnerability drive fear. These relationships, 
where heightened perceptions of threat are associated with increased 
fear, have been consistently observed across various information secu
rity contexts (Mou et al., 2022), including phishing. Specifically, 
research demonstrates that when individuals perceive the threat from 
phishing emails as more severe or themselves as more vulnerable to the 
threat, the fear emotion intensifies (Arachchilage and Love, 2013; Bax 
et al., 2021; Jansen and van Schaik, 2018; Thompson et al., 2024). 
Therefore, we hypothesize that: 

H1: Perceived severity of phishing threats positively influences fear.
H2: Perceived vulnerability to phishing threats positively influences 
fear.

Fear is central to the revised PMT (Rogers, 1983) and to the EPPM 
(Witte, 1994), which propose that when fear is invoked, the user takes 
action to resolve the fear. In information security research, this action 
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has generally been considered to be problem-focused, and previous 
studies provide support for the impact of fear on security behavior (e.g., 
Boss et al., 2015; Chen et al., 2022; Liang et al., 2019; Mwagwabi et al., 
2018), including with phishing threats (Arachchilage and Love, 2013; 
Bax et al., 2021; Thompson et al., 2024). Hence, we hypothesize that: 

H3: Fear positively influences phishing protection behavior.

However, more recent research has highlighted that emotions can 

play a role in whether and how users take these actions. Liang et al. 
(2019) argue that fear has a positive influence on a range of EFC re
sponses, and several studies have found that fear associated with secu
rity threats influences the levels of EFC responses. Fear has also been 
shown to increase avoidance and disengagement (Cho et al., 2020) and 
denial, wishful thinking, venting, and seeking social support (Liang 
et al., 2019). Despite the finding from Thompson et al. (2024) that fear 
had a negative influence on threat devaluation, it seems likely that in
creases in fear will lead to increases in positive appraisal in response to 
security threats. That is, users who experience higher levels of fear in 
response to phishing threats may experience increased levels of positive 
appraisal of the situation (e.g. considering that they will learn from the 
threat), and thereby emotionally cope with it. Therefore, an increase in 
an individual's level of fear about email phishing threats should increase 
their positive reappraisal of the threat situation, and the following is 
hypothesized: 

H4: Fear positively influences positive reappraisal.

Although several studies have found that fear associated with secu
rity threats positively influences the levels of EFC responses (Cho et al., 
2020; Liang et al., 2019), Thompson et al. (2024) argued that increases 
in fear should be associated with decreases in threat devaluation. This 
argument was made based on the findings of Davey (1993) about dif
ferences in responses to threats depending on whether the individual 
perceives the threat as controllable. In the phishing context, users can 
regard phishing as a potentially controllable threat (Abbasi et al., 2016; 
Verkijika, 2019); they may therefore employ threat devaluation as a 
response that buys time before engaging in protective behavior. How
ever, users with higher fear are less likely to engage in this response. The 
results of Thompson et al. (2024) supported the proposition. Therefore, 
we hypothesize that: 

H5: Fear negatively influences threat devaluation.

The results of previous information security studies have demon
strated that increases in perceptions of response efficacy are associated 
with increased protective behavior, including when the threat relates to 

Fig. 1. Research model.

Table 1 
Definitions of the constructs.

Construct Definition

Perceived severity An individual’s perception of the seriousness of the 
consequences of falling victim to a phishing threat.

Perceived 
vulnerability

An individual’s perception of the likelihood of falling 
victim to a phishing threat.

Fear An emotional response to a perceived threat, in this case, 
phishing.

Response efficacy The extent to which an individual believes that the 
recommended actions will effectively mitigate or eliminate 
the phishing threat.

Self-efficacy An individual’s beliefs about how successfully they will be 
able to perform protective behaviors to avoid falling victim 
to a phishing attack.

Response cost The perceived opportunity cost that an individual believes 
is associated with taking protective action against phishing 
threats (e.g. time, effort, or financial).

Phishing protection 
behavior

Problem-focused responses to a threat that occur when an 
individual undertakes protective behavior to deal directly 
with a phishing threat to protect themselves from the 
possible damage.

Positive reappraisal An EFC response that involves an optimistic outlook and 
viewing a phishing incident as a learning experience or as 
allowing for the potential for growth (Hakim-Larson et al., 
1999).

Threat devaluation An EFC response where the threat is recognized but 
devalued to relieve stress (Davey, 1993). In the context of 
phishing threats, threat devaluation refers to an individual 
potentially underestimating the impact of a phishing attack 
to reduce their stress.
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phishing (Arachchilage and Love, 2013; Bax et al., 2021; Shahbaznez
had et al., 2020; Thompson et al., 2024; Williams and Joinson, 2020); 
therefore, we hypothesize: 

H6: Response efficacy positively influences phishing protection 
behavior.

Although the perceived efficacy of potential responses to information 
security threats has been shown to influence users’ protective behavior 
in response to some kinds of security threats, less is known about how 
response efficacy and other aspects of coping appraisal influence EFC. 
Xin et al. (2021) proposed that response efficacy would have a negative 
influence on several avoidance types of EFC (defensive-avoidance, 
reactance, wishful thinking, hopelessness, and fatalism) and found that 
this was the case for most of the EFC responses they included in the 
study. The influence of response efficacy on approach EFC has not yet 
been studied, but we argue that users who believe that the recom
mended actions (e.g. using anti-phishing toolbars in browsers and 
anti-phishing software) will effectively mitigate or eliminate phishing 
threats are more likely to experience positive reappraisal of the threat. 
That is, they see a phishing threat as a learning experience, enabling 
them to protect their data better in the future. Therefore, we 
hypothesize: 

H7: Response efficacy positively influences positive reappraisal.

As mentioned above, Xin et al. (2021) found that all the types of EFC 
they studied, except defensive-avoidance, were negatively influenced by 
increases in response efficacy. Consistent with this, in the phishing 
context, Thompson et al. (2024) found that response efficacy also had a 
negative influence on threat devaluation; that is, the more that users 
believed that responses to the phishing threats were effective, the less 
they used threat devaluation as a response. Therefore, we hypothesize: 

H8: Response efficacy negatively influences threat devaluation.

The revised PMT (Rogers, 1983) includes response cost as a negative 
influence on intention to perform protective behavior. However, the 
results of information security research on this relationship have been 
mixed, and the meta-analysis by Mou et al. (2022) found no support for 
the role of response cost. Similarly, in the phishing protection context, 
while Arachchilage and Love (2013) and Bax et al. (2021) found 
response cost to play a role, given the conclusion drawn by Mou et al. 
(2022) and the fact that neither Jansen and van Schaik (2018) nor 
Thompson et al. (2024) found that perceived response cost influenced 
the whether users protected themselves against phishing threats, we 
hypothesize that: 

H9: Response cost does not influence phishing protection behavior.

The role of response cost in influencing EFC responses is not yet well 
understood. Two previous information security studies found that 
response cost had a positive influence on avoidance EFC responses 
(Chenoweth et al., 2009; Marett et al., 2011); that is, the higher the 
perceived cost of the response, the more likely users were to respond in a 
potentially counterproductive way that addressed their emotions but did 
not deal directly with the threat. Positive reappraisal is, however, an 
approach form of EFC that involves viewing the threat as a learning 
experience that can provide potential for growth (Davey, 1993; Folkman 
and Lazarus, 1985). We therefore argue that higher perceptions of the 
cost of responding to phishing threats will result in users being less likely 
to engage in positive reappraisal. That is, the greater the perceived time, 
financial cost, or effort involved in taking protective action against 
phishing threats, the less that users will cope with the threat by seeing it 
as having a potentially positive benefit. Rather, when response costs 
increase, users will be less likely to focus on what they can learn from the 

experience and instead reduce their use of this EFC response. Therefore, 
in this study, we hypothesize that: 

H10: Response cost negatively influences positive reappraisal.

Unlike positive reappraisal, the role of response cost in influencing 
threat devaluation has been investigated in a previous study on EFC in 
the context of security threats. Thompson et al. (2024) found that when 
the cost of responding to phishing threats is perceived to be higher, users 
are more likely to engage in threat devaluation and argued that this is 
because decreasing the sense of urgency allows them time before 
engaging in problem-focused responses. We therefore hypothesize that: 

H11: Response cost positively influences threat devaluation.

Self-efficacy is an important coping appraisal factor, and increases in 
self-efficacy have been shown to lead to increases in intentions to protect 
against security threats and security behavior in many contexts (Mou 
et al., 2022), including protecting against phishing threats 
(Arachchilage and Love, 2013; Bax et al., 2021; Jansen and van Schaik, 
2018; Thompson et al., 2024; Williams and Joinson, 2020); therefore, 
the following hypothesis is proposed: 

H12: Self-efficacy positively influences phishing protection 
behavior.

Increased self-efficacy has been found to reduce the levels of 
avoidance EFC (Chen et al., 2022; Chen and Zahedi, 2016). However, 
Thompson et al. (2024) found that self-efficacy had a weak positive 
relationship with threat devaluation. Positive reappraisal shares some 
characteristics with threat devaluation in that it is associated with the 
use of problem-focused strategies in daily life (Davey, 1993), and can 
therefore be seen as an approach form of EFC response. Therefore, we 
propose that the more self-efficacy associated with protecting against 
phishing threats that users have, the more likely they are to engage in 
positive reappraisal, and the following hypothesis is proposed: 

H13: Self-efficacy positively influences positive reappraisal.

As discussed above, although increases in self-efficacy have been 
shown to reduce the levels of avoidance EFC (Chen et al., 2022; Chen 
and Zahedi, 2016), Thompson et al. (2024) found that self-efficacy had a 
weak positive influence on threat devaluation when users are faced with 
phishing threats, arguing that this was the case because threat devalu
ation is important in situations that individuals perceive as controllable 
(Davey, 1993), and phishing falls into this category (Wang et al., 2016). 
Threat devaluation can provide mental space that allows users to pre
pare to cope with the threat. Therefore, in this study, we hypothesize 
that: 

H14: Self-efficacy positively influences threat devaluation.

Liang et al. (2019) argue that it is rare for users to use positive 
reappraisal as a form of EFC, believing it is not relevant to the security 
context. However, no published previous research has considered the 
potential role of positive reappraisal in responding to information se
curity threats. Given that in the health context Davey (1993) found that 
positive reappraisal had a positive relationship with active behavioral 
coping (as measured using the Health & Daily Living Form (Moos et al., 
1987)), with information seeking and problem solving as significant 
focusses of this coping, in this study we hypothesize that positive 
reappraisal can lead to improved phishing protection behavior in 
response to phishing threats: 

H15: Positive reappraisal positively influences phishing protection 
behavior.
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Although Liang et al. (2019) found that a measure of approach EFC 
that included emotional support seeking and venting had a weak posi
tive influence on user PFC behavior, in the Thompson et al. (2024) study 
of responses to phishing threats, threat devaluation did not have a sig
nificant effect on PFC behavior. This lack of relationship is consistent 
with the finding in Davey (1993) that, unlike positive reappraisal, which 
contributed to both active cognitive coping and active behavioral 
coping, threat devaluation was only associated with active cognitive 
coping. Given this, we hypothesize that: 

H16: Threat devaluation does not influence phishing protection 
behavior.

4. Method

This study investigates the roles that threat devaluation and positive 
reappraisal play in user responses to phishing threats. The target pop
ulation is adult Australians. As phishing attacks intend to steal personal 
information, such as banking logins, credit card details, and passwords, 
using an online questionnaire was appropriate to reach the population of 
interest. Human research ethics approval to conduct the research was 
obtained from Curtin University before collecting the data. The study 
employed the third-party survey company PollFish (www.pollfish.com) 
for participant recruitment. Pollfish has ESOMAR Gold Standard Data 
and GDPR certification. PollFish was responsible for screening panel 
members against the demographic requirements (age ≥ 18 years, 
residing in Australia). Eligible individuals were subsequently invited to 
participate. This invitation package included a comprehensive partici
pant information sheet, a questionnaire link, and an email address for 
research inquiries. Data was gathered only after the participant provided 
consent.

Qualtrics was used to create the questionnaire, which included 53 
questions. Previously validated items were used to measure the model 
constructs to ensure their validity and reliability; some were slightly 
reworded for the phishing context. For example, the Woon et al. (2005)
response efficacy item ‘Enabling security measures on my home wireless 
network will prevent hackers from stealing my identity’ was reworded 
as ‘Enabling security measures on my device will prevent hackers from 
stealing my identity’. Similarly, this response cost item from Woon et al. 
(2005), 'Enabling security features on a wireless router would be time 
consuming', was reworded as 'Implementing security measures on my 
device would be time consuming’.

All items were measured on five-point Likert scales from ‘Strongly 
Disagree’ to ‘Strongly Agree’. To reduce the risk of common method bias 
(CMB), we used two procedural solutions: protecting participants’ an
onymity (Podsakoff et al., 2003) and improving items through careful 
construction (Podsakoff et al., 2012). Ten members of the target popu
lation pre-tested the questionnaire, and slight changes were made to the 
wording of several items to improve clarity and conciseness based on 
their feedback. To test whether CMB was an issue, the items used in the 
measurement model were assessed using Harman’s one-factor test 
(Podsakoff et al., 2003). The variance explained by the first factor was 
18.80 %, well below the recommended threshold of 50 %. We also did a 
correlational marker variable test (Lindell and Whitney, 2001). This test 
established that after controlling for a marker variable, all correlations 
that were originally significant remained significant. Therefore, CMB 
was unlikely to be an issue. Table A.1 provides a list of the items used to 
measure the constructs in the model and their sources.

We used partial least squares (PLS) to test the research model. The 
model was tested in two stages using SmartPLS 4 (Ringle et al., 2024). 
The measurement model was evaluated first, and then the structural 
model. Bootstrap resampling using 5000 samples was used to determine 
the significance of the paths in the model.

5. Results

The number of valid responses we received was 518 (54.8 % female 
and 45.2 % male). Table 2 provides further background information 
about these respondents.

We assessed the reflective measurement model by first examining the 
indicator loadings. Each item loaded significantly on its construct; 
however, there were several item loadings that were not above the 
recommended 0.708 (Hair et al., 2017). These items were investigated, 
and those with loadings below 0.65 were removed (see Table A.1). 
Composite reliability (CR) was used to assess internal consistency, and 
all constructs met the recommended level of 0.70 or above (Hair et al., 
2019). Convergent validity was used to assess average variance extrac
ted (AVE), and the AVE of each construct was above the minimum value 
of 0.5 (Hair et al., 2019). Table 3 lists the CR and AVE for each of the 
constructs in the model, showing that both internal consistency and 
convergent validity are satisfactory.

Discriminant validity was assessed in three ways: cross loadings, the 
Fornell-Larcker criterion, and the heterotrait–monotrait ratio (HTMT) of 
correlations criterion. All measurement items loaded more highly on 
their own construct than on any other construct. As shown in Table A.2, 
the square root of AVE for each construct was also greater than the 
correlation between that construct and any other construct, and all 
HTMT ratios are under the threshold of 0.90 (Henseler et al., 2015). 
Discriminant validity was therefore demonstrated with all approaches.

Coefficients of determination (R2) and significance of path co
efficients were used to evaluate the structural model. The model 
explained 18.6 % of the variance in fear, 39.2 % of the variance in 
phishing protection behavior, 40.4 % of the variance in positive 
appraisal, and 27.9 % of the variance in threat devaluation. Fifteen of 
the 16 hypotheses were supported. Fig. 2 and Table 4 summarize the 
results of the structural model testing.

As proposed, both perceived severity and perceived vulnerability 
had positive influences on fear (ß = 0.265, p < 0.001, and ß = 0.261, p <
0.001), and fear had a positive influence on phishing protection 
behavior (ß = 0.206, p < 0.001). H1, H2, and H3 were therefore all 
supported. Fear was also found to influence both positive reappraisal 
and threat devaluation, but the effects were different. As hypothesized, 
when fear increased, threat devaluation decreased (H5, ß = − 0.251, p <
0.001), but positive reappraisal increased (H4, ß = 0.304, p < 0.001). 
Therefore, both H4 and H5 were supported.

Hypotheses H6 to H8 relate to the role of response efficacy. As 
anticipated, increases in response efficacy led to increases in both 
phishing protection behavior (ß = 0.166, p = 0.001) and positive 
reappraisal (ß = 0.262, p < 0.001). H6 and H7 were therefore supported. 
Response efficacy was hypothesized to have a negative influence on 

Table 2 
Background information about the participants.

Percent

Age 18–24 25.7
​ 25–34 26.6
​ 35–44 20.5
​ 45–54 9.6
​ 55 and above 17.6
Highest education level Primary school 6.5
​ High school 27.3
​ Vocational qualification 28.9
​ Undergraduate 24.5
​ Postgraduate 12.8
Employment Full time 33.8
​ Part time 22.6
​ Unemployed 17.2
​ Student 13.5
​ Retired 12.9
Experienced previous Yes 44.8
security breach? No 41.7
​ Uncertain 13.5
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threat devaluation, and this too was confirmed (ß = − 0.122, p = 0.011), 
supporting H8.

Although the revised PMT (Rogers, 1983) proposes that increases in 
response cost are associated with increases in intention to perform 
protective behavior, in the information security research context 
(including responses to phishing threats), findings on this relationship 
have been mixed, and a meta-analysis by Mou et al. (2022) found no 
support for the role of response cost. Therefore, H9 proposed that 
response cost does not influence phishing protection behavior, and the 
non-significant relationship is consistent with this (ß = − 0.069, p =
0.104). Response cost did, however, significantly influence positive 
reappraisal (ß = − 0.067, p = 0.040) and threat devaluation (ß = 0.426, p 
< 0.001); H10 and H11 were therefore supported.

The role of self-efficacy was explored in H12 to H14. As hypothe
sized, increases in self-efficacy were associated with increases in both 
phishing protection behavior (ß = 0.228, p < 0.001) and positive 
reappraisal (ß = 0.230, p < 0.001), providing support for H12 and H13. 
However, H14 was not supported, as self-efficacy did not influence 

threat devaluation (ß = 0.028, p = 0.544).
Hypotheses H15 and H16 capture the proposed influence of each of 

the two types of EFC investigated in this research on phishing protection 
behavior. As hypothesized, positive reappraisal positively influenced 
phishing protection behavior (ß = 0.198, p < 0.001). That is, when email 
users responded to phishing threats by using positive reappraisal, they 
were also more likely to use appropriate practical measures to counter 
phishing threats. Given the lack of relationship found by Thompson et al. 
(2024), H16 proposed that threat devaluation would not influence 
phishing protection behavior, and the non-significant relationship is 
consistent with this (ß = 0.001, p = 0.978). Therefore, H16 was 
supported.

The potential role of gender in positive reappraisal and threat 
devaluation was also explored in this study. Mean levels of positive 
reappraisal were found to be significantly higher in females than males 
(3.85 vs 3.01, p < 0.001), as were mean levels of phishing protection 
behavior (3.75 vs 3.49, p = 0.002). However, there was no significant 
gender difference in the use of threat devaluation (2.62 vs 2.70, p =
0.367).

SmartPLS 4, which uses a two-stage approach to testing moderation, 
was used to determine whether gender had any direct or moderating 
influences on the use of positive reappraisal and threat devaluation (see 
Table 5). While gender was found to be significantly related to positive 
reappraisal, such that females were more likely to use positive reap
praisal than males (ß = − 0.229, p = 0.001), gender did not have an 
impact on threat devaluation (ß = − 0.009, p = 0.909) or phishing 
protection behavior (ß =− 0.066, p = 0.345). Gender also did not 
moderate the relationships of either of the two types of EFC with 
phishing protection behavior.

Table 3 
Convergent validity and AVE values.

Construct CR AVE

Perceived severity 0.90 0.63
Perceived vulnerability 0.81 0.52
Fear 0.83 0.62
Response efficacy 0.82 0.52
Response cost 0.79 0.56
Self-efficacy 0.79 0.56
Phishing protection behavior 0.81 0.59
Positive reappraisal 0.82 0.60
Threat devaluation 0.85 0.52

Fig. 2. Model testing results. 
* p < 0.05. ** p < 0.01; *** p < 0.001.
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6. Discussion

When faced with a stressful situation, individuals draw from a wide 
repertoire of coping strategies, determined by their threat and coping 
appraisals. While information security literature has extensively dis
cussed PFC responses in the form of security behavior, there is little 
understanding of the EFC responses that may arise from the same threat. 
Although Witte (1994) argued that EFC responses allow individuals to 
cope with fear but not with danger, and some information security work 
characterized all EFC under the label of maladaptive responses (e.g., 
Chen et al., 2022; Chenoweth et al., 2019; Liang and Xue, 2009), we 
posit that EFC responses may possess markedly different characteristics, 
including desirable and constructive behavior. We adopt the high-level 
classification of Scheier et al. (1986) to explain EFC responses in terms of 
their predisposition to either approach or avoid a stressful situation and 
specifically examine threat devaluation and positive reappraisal as 
coping strategies.

To situate our study within an established theoretical framework, we 
build upon PMT and EPPM to model how threat and coping appraisals 
influence security behavior and two EFC responses. We also examine 
how these EFC responses influence security behavior. We use phishing 
as the context for this study, as it is a relatively well-understood security 
risk, while still posing a significant and ongoing threat to end users. The 
results of this study provide support for 15 of the 16 hypotheses.

During primary appraisal, individual perceptions of threat severity 
and threat vulnerability drive phishing protection behavior through the 
pathway of fear, and this is covered by H1-H3. Support for these three 
hypotheses was found, consistent with prior studies on phishing and the 

broader information security domain. PMT also includes an appraisal of 
the coping resources available in terms of perceptions of response effi
cacy, response cost, and self-efficacy. We found support for our hy
potheses regarding coping appraisal, thus demonstrating that our work 
is consistent with prior findings in these areas. Having established the 
consistency of our model in terms of problem-focused responses (secu
rity behavior) thus far, our major contribution is to explore the relatively 
uncharted domain of emotion-focused responses. Specifically, we 
consider the roles of threat devaluation and positive reappraisal.

We hypothesized relationships between fear (the outcome of threat 
appraisal) and each of the three elements of coping appraisal with EFC. 
Our results demonstrate that, in addition to fear having a positive in
fluence on phishing protection behavior, it also significantly influenced 
the two EFC responses. Individuals with higher levels of fear demon
strated significantly higher levels of positive reappraisal (H4). These 
email users were more likely to try to recast the threat in terms of op
portunities for personal growth and development while still taking steps 
to address the threat. At the same time, these individuals were signifi
cantly less likely to attempt to play down the threat by engaging in 
threat devaluation (H5). Thus, we find that fear can influence various 
types of EFC in different ways. This lends support to our theoretical 
position and the work of Scheier et al. (1986), suggesting that there is 
considerable variance among the coping responses that fall under the 
broad banner of EFC.

Response efficacy, a component of coping appraisal, was found to 
significantly influence phishing protection behavior (H6). This is 
consistent with prior studies on phishing (e.g., Arachchilage and Love, 
2013; Bax et al., 2021; Shahbaznezhad et al., 2020; Thompson et al., 
2024; Williams and Joinson, 2020) and the broader information security 
domain. Response efficacy also positively influenced positive reap
praisal (H7). That is, when individuals felt that the courses of action 
available to them were effective in mitigating phishing threats, they 
were more likely to view the incident as a learning experience. In 
keeping with Folkman et al. (1986), individuals are more likely to 
engage in positive reappraisal for a situation that they perceive as 
changeable; thus, when they believe that the efficacy of their responses 
is high, then positive reappraisal may result. As positive reappraisal is a 
form of approach coping (Baker and Berenbaum, 2007), similar to 
phishing protection behavior, it is also associated with problem-focused 
responses. On the other hand, threat devaluation involves downplaying 
the severity of the threat as opposed to accepting its subjective reality. 
We found support for our hypothesis that response efficacy would 
negatively influence threat devaluation (H8). This is consistent with 
threat devaluation functioning as a form of avoidance coping. In this 
scenario, individuals who believed in the efficacy of the phishing re
sponses engage less in avoidance through threat devaluation and instead 
engage more in adoption of both PFC and positive reappraisal.

As discussed above, response cost did not have a significant influence 
on phishing protection behavior (H9). Though PMT in the context of 
health behaviors hypothesized a link between response cost and 
behavior, it is apparent that this does not directly translate to the 
domain of information security behavior and serves as a reminder of the 
influence of problem context. Regarding EFC, little is known about the 
role of response cost. This is especially true here, given that we study 
forms of EFC that have not received much attention in prior information 
security work. We find that, as hypothesized (H10), response cost 
negatively influences positive reappraisal. This is explained by the na
ture of positive reappraisal as an approach form of coping, which is also 
associated with undertaking protective behavior in a health context 
(Davey, 1993). We suggest that as users perceive a higher cost associated 
with protecting themselves in terms of time, effort, or monetary value, 
their calculus of the benefits will, in turn, diminish. This higher response 
cost leads to a lower positive reappraisal. At the same time, these per
ceptions of higher cost positively influence levels of threat devaluation 
(H11). By engaging in threat devaluation in situations with high 
response cost, users may decrease the sense of urgency and free up 

Table 4 
Summary of hypothesis testing.

Hypothesis Result

H1 Perceived severity of phishing threats positively influences 
fear

Supported

H2 Perceived vulnerability to phishing threats positively 
influences fear

Supported

H3 Fear positively influences phishing protection behavior Supported
H4 Fear positively influences positive reappraisal Supported
H5 Fear negatively influences threat devaluation Supported
H6 Response efficacy positively influences phishing protection 

behavior
Supported

H7 Response efficacy positively influences positive reappraisal Supported
H8 Response efficacy negatively influences threat devaluation Supported
H9 Response cost does not influence phishing protection 

behavior
Supported

H10 Response cost negatively influences positive reappraisal Supported
H11 Response cost positively influences threat devaluation Supported
H12 Self-efficacy positively influences phishing protection 

behavior
Supported

H13 Self-efficacy positively influences positive reappraisal Supported
H14 Self-efficacy positively influences threat devaluation Not 

supported
H15 Positive reappraisal positively influences phishing 

protection behavior
Supported

H16 Threat devaluation does not influence phishing protection 
behavior

Supported

Table 5 
Influence of gender.

Path 
Coefficient

Standard 
Deviation

Significance

Gender → Phishing protection 
behavior

− 0.066 0.070 0.345

Gender → Positive reappraisal − 0.229 0.067 0.001
Gender → Threat devaluation − 0.009 0.078 0.909
Gender X Positive reappraisal → 

Phishing protection behavior
0.014 0.078 0.853

Gender X Threat devaluation → 
Phishing protection behavior

− 0.026 0.068 0.701
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resources to deal with the problem in other ways (Thompson et al., 
2024).

Self-efficacy, the individual's belief that they can undertake protec
tive behaviors, is an established element of coping appraisal and a core 
element of Social Cognitive Theory (Bandura, 1997). Consistent with 
prior behavioral information security work (Mou et al., 2022), including 
studies on phishing (Arachchilage et al., 2016), we found that 
self-efficacy had a positive influence on phishing protective behavior 
(H12). In the context of EFC, we found that self-efficacy also positively 
influences levels of positive reappraisal (H13). Prior work from the 
health domain has shown that positive reappraisal is associated with 
problem-focused strategies (Davey, 1993). As positive reappraisal is an 
approach form of EFC, it involves engaging with the problem and can 
lead to desirable outcomes. Similarly, Freire et al. (2020) found that 
general self-efficacy was strongly correlated with positive reappraisal 
and suggested that this is a valuable mechanism for both reducing stress 
and motivating behavioral responses.

On the other hand, we did not find the same influence of self-efficacy 
on threat devaluation, in contrast with our hypothesis (H14) and the 
findings of Thompson et al. (2024). As threat devaluation is important in 
controllable situations (Davey, 1993), and we believe phishing falls into 
this category, we had expected threat devaluation to also increase with 
self-efficacy. An explanation for this is found in our characterization of 
approach vs avoidance EFC. If threat devaluation is being adopted as an 
avoidance EFC, in that the individual is downplaying the reality of the 
threat, then our findings are consistent with earlier studies in informa
tion security behavior (Chen et al., 2022; Chen and Zahedi, 2016). We 
believe that certain types of EFC, such as threat devaluation, may be 
highly context dependent as they possess elements of both approach and 
avoidance coping. Thus, the specific details of the threat may determine 
whether approach or avoidance characteristics are expressed. As more is 
learned about the impact of specific coping strategies in the face of se
curity threats, there is potential to explore how these strategies interact 
and how they are selected and applied. Studies in the healthcare context 
have considered the role of this flexibility in coping (Haythornthwaite 
et al., 1998), suggesting that flexibility enhances perceptions of control 
over the stressors, which may in turn influence self-efficacy beliefs, thus 
paving the way for a feedback loop between response and perceptions. 
This is therefore a promising area for future research.

Understanding the way in which coping strategies are selected and 
applied may also provide insights into the concept of resilience, a topic 
that is of interest to the information security community (McCormac 
et al., 2018). According to Cheng and Cheung (2005), individuals with 
less flexible coping styles have fewer strategies available, making them 
less effective at adapting to the specific challenges of a situation. This 
finding aligns with Hobfoll's conservation of resources theory (Hobfoll 
et al., 2018). The theory posits that individuals rich in personal 
resources—such as varied approach coping strategies—engage in an 
upward spiral where they continually acquire, develop, and protect new 
resources. Conversely, facing a challenge with scarce resources (e.g., low 
coping flexibility) initiates a downward spiral of resource loss, making 
the individual more vulnerable to stress.

We considered the influence of both types of EFC on phishing pro
tection behavior to understand if, and to what extent, there is a bene
ficial aspect to EFC. Consistent with our hypothesis, positive reappraisal 
has a significant positive influence on phishing protection behavior 
(H15). This is a noteworthy finding as we challenge the notion that EFC 
is maladaptive and suggest that it may be a relevant and productive 
element of a successful coping strategy. Threat devaluation (H16), on 
the other hand, has a different function, and we did not hypothesize that 
it would have the same impact on protective behavior. Our hypothesis in 
this instance was also confirmed. Threat devaluation contributes to 
active cognitive coping with a phishing threat, but not active behavioral 
coping.

Finally, we conducted post-hoc exploratory analysis on any potential 
gender differences in the EFC styles. Gender has a significant influence 

on positive reappraisal, where female respondents were more likely to 
engage in positive reappraisal. There was no such influence found on 
threat devaluation, nor was gender found to moderate the relationships 
between EFC and phishing protection behavior. This finding mirrors 
observations in the health domain where women were found to be more 
likely to engage in positive reappraisal, and also more likely to benefit 
from this strategy (Nowlan et al., 2015). Indeed, of the gender differ
ences noted in early work on EFC, positive reappraisal has emerged as a 
consistent factor (Folkman et al., 1987). It has been suggested that 
gender differences in the adoption of EFC strategies may be socially 
constructed through the roles that males and females may occupy (Garza 
Varela et al., 2021). Matud (2004) suggests that gender differences may 
also be explained by the kind of situations or stressors that males or 
females encounter. However, in the context of our study, the stressor 
(phishing threat) is constant across the entire cohort; thus this expla
nation does not suffice. A more likely explanation arises from the so
cialization hypothesis, whereby females may have been socialized to 
adopt more emotion-focused behaviors (Pearlin and Schooler, 1978). 
Here, it is important to note that the adoption of positive reappraisal is 
found to be a beneficial and desirable strategy as it remains highly linked 
to phishing protection behavior.

6.1. Implications for theory and practice

The emphasis on information security behavior as the variable of 
interest, though vital, leaves a gap in the theoretical understanding of 
the role of EFC in information security research. As PMT, the most 
popular theoretical foundation for behavioral information security 
(Haag et al., 2021; Hassandoust et al., 2020), does not explicitly 
accommodate EFC, this gap is further reinforced as newcomers and 
experienced researchers alike tend to base their work on the established 
and accepted theoretical foundations. EPPM and Parallel Response 
Model (Leventhal, 1970, 1971) both provide a mechanism to accom
modate a wider range of information security responses by explicitly 
considering the role of emotion-focused responses. These models 
describe how, in response to a threat, an individual may undertake 
either problem-focused (termed danger control) or emotion-focused 
(termed fear control) processes. However, there has been relatively lit
tle uptake in the information security realm. Our first theoretical 
contribution is the development of a research model that builds on PMT 
and includes components of EFC to demonstrate the influence of threat 
and coping appraisal processes on internal self-regulation.

Secondly, we consider a new type of EFC that has not been examined 
in this context before – positive reappraisal. This is a significant 
contribution, as prior work has typically focused on EFC such as 
avoidance or denial, which are generally in conflict with the security 
behavior of interest. Though this prior work provides an interesting 
contrast, it fosters the perception that EFC is by nature maladaptive and 
to be prevented. For example, the highly influential TTAT (Liang and 
Xue, 2009) considered maladaptive EFC and consequently describes EFC 
as “oriented toward creating a false perception of the environment 
without actually changing it” (p.78). We provide an alternate perspec
tive by considering the role of an approach related EFC, and we show 
this to be linked to protective behavior. Our findings regarding positive 
reappraisal are that it has a positive influence on PFC, and most signif
icantly, it does not involve changing the objective reality of the threat. 
Furthermore, it is hoped that this theoretical contribution will reveal a 
new avenue for improving security behavior via the pathways of EFC.

Our adoption of the approach versus avoidance dimensions of EFC 
provides a theoretical structure for the proposition that PFC and EFC 
cannot be considered as homogeneous entities. Specifically, we find 
evidence that various EFC strategies are influenced differentially by 
threat and coping appraisals and, in some cases, may have a link to PFC. 
Notably, in our examination of threat devaluation, we discovered that 
the approach versus avoidance classification is not always clear-cut, as 
threat devaluation possesses some but not all elements of avoidance. 
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Though prior work on this is scarce, we note that the findings are mixed 
and take this as possible evidence of the context-dependent nature of 
coping responses. We have thus far only considered the appraisal pro
cesses leading to coping; however, coping is a process that develops in 
the context of a particular situation (Lazarus and Folkman, 1984). Evi
dence from the psychological sciences suggests that coping is sensitive to 
environmental resources and conditions in the same way that it is sen
sitive to internal appraisal processes (Folkman and Moskowitz, 2004), 
yet this has not been observed or tested in information security work. 
Thus, our third theoretical contribution is the introduction of the 
concept of context dependency of specific coping strategies, and it is one 
that is a viable avenue for continued investigation.

A practical implication arises from our investigation of approach 
related EFC (positive reappraisal), and the finding that it may motivate 
protective behavior. This finding creates new opportunities for practical 
behavioral change through targeting and encouraging specific EFC 
mechanisms, which are known to be beneficial, rather than assuming 
that non-PFC behavior is all bad. Security education and training 
awareness programs should include material on EFC to help users un
derstand which types of EFC responses are likely to be helpful and which 
may reduce their ability to protect themselves against security threats.

While positive reappraisal does not include changing the objective 
reality of the threat, it does involve changing the way in which the event 
is construed, or the goals of the individual (Uusberg et al., 2019). In 
information security practice, the goal of preventing cyberattacks might 
be considered self-evident and quite high-level in nature. However, 
goals vary in both salience and motivational impact (Huang and Bargh, 
2014), so a broad goal such as “stay safe online” may provide little 
opportunity for the individual to assess or acknowledge their success. 
More specific and context-based framing, such as "spot a potential 
phishing message," may provide the needed opportunity for the indi
vidual to acknowledge the productive and learning opportunities and to 
recast through positive reappraisal. This is a strategy which, to our 
knowledge, has not been applied before in an information security 
context.

Several limitations of this study should be addressed in future work. 
As the research was limited to user responses to phishing threats, the 
applicability of the model in other security contexts should be confirmed 
in the future. Similarly, the research could be extended to consider the 
roles of other EFC responses such as wishful thinking, denial, and 
emotional support seeking. Although the analysis did not suggest com
mon method issues, because all constructs in the proposed model were 
measured through self-report, CMB is possible. Future research on EFC 
responses to security threats should include further procedural steps to 
reduce the potential for this issue, such as the use of more objective 
behavioral measures of protection behavior. The use of self-report 
measures, though standard in studies of this nature, does carry some 
risk of biased responses. While we have made attempts to mitigate social 
desirability bias through having an anonymous survey, other biases 

might be alleviated through objective behavioral measures. As these 
were not logistically feasible at the scale required for this study, it re
mains an interesting avenue for future work and development.

7. Conclusion

Users may respond to information security threats with a range of 
coping strategies in addition to information security behavior that 
directly protects them. However, relatively little is known about the 
roles of emotion-focused responses, and prior work has often considered 
these to be maladaptive. We study the roles of two EFC responses in how 
users respond to information security threats. Our research proposes and 
tests a model of how positive reappraisal and threat devaluation are 
influenced by factors that play a role in phishing protection behavior, 
and in turn how positive reappraisal and threat devaluation influence 
phishing protection behavior.

We find that many determinants of phishing protection behavior also 
influence whether users undertake positive reappraisal of the threat or 
devalue it. Positive reappraisal had a positive influence on phishing 
protection behavior, but this was not the case with threat devaluation. 
Based on the findings, we conclude that the effects of EFC responses are 
nuanced and classify them according to whether the individual response 
is to either approach or avoid the threat. We also pave the way for future 
work to explore the relationship between these EFC responses and other 
outcomes beyond the phishing protection context of this study. This 
study also explored whether gender plays a role in the use of the two 
types of EFC response considered in the study, and we found that women 
were more likely to use positive reappraisal than men, but no gender 
differences in the use of threat devaluation were found.

Our findings contribute to the understanding of a little-researched 
area of information security and create new opportunities for practical 
behavioral change through targeting and encouraging specific EFC 
mechanisms which are known to be beneficial, rather than assuming 
that non-PFC behavior is always problematic.
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Appendix

Tables A1 and A2.

Table A.1 
Measurement items and sources.

Item SouSource

Perceived severity ​
Having my credentials stolen would be a serious problem for me Woon et al. (2005)
Loss of information resulting from a phishing attack would be a serious problem for me Woon et al. (2005)
Having my confidential information stolen by someone without my consent or knowledge would be very problematic for me Workman et al. (2008)
I view information security attacks on me as harmful Workman et al. (2008)
I believe that protecting my sensitive information is important Workman et al. (2008)
Perceived vulnerability ​

(continued on next page)
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Table A.1 (continued )

Item SouSource

I could be subject to a serious information theft Woon et al. (2005)
I feel that I could be vulnerable to an information theft or a malware attack resulting from clicking on a link received in email Thompson et al. (2017)
It is likely that my private information will be compromised in the future Thompson et al. (2017)
My information and data are vulnerable to security breaches Thompson et al. (2017)
Fear ​
I am scared to enter my details in online forms and links received via email* Adapted from Masuch et al. (2021)
I only open emails from people I know* Adapted from Masuch et al. (2021)
I fear receiving malware in an email Adapted from Masuch et al. (2021)
I look at email scams in the news and feel fearful about the impact if it was to happen to me. Adapted from Masuch et al. (2021)
It scares me to think that if I open a malicious email, it could lead to a lot of destruction Adapted from Masuch et al. (2021)
Response efficacy ​
Enabling security measures on my device will prevent security breaches Woon et al. (2005)
Implementing security measures on my device is an effective way to prevent hackers Woon et al. (2005)
Enabling security measures on my device will prevent hackers from stealing my identity Woon et al. (2005)
The preventative measures available to stop people from getting confidential personal or financial information on my device are effective Thompson et al. (2017)
Response cost ​
Taking security measures inconveniences me * Thompson et al. (2017)
There are too many overheads associated with taking security measures to protect from email phishing attacks Woon et al. (2005)
Taking security measures would require considerable investment of effort* Woon et al. (2005)
Implementing security measures on my device would be time consuming* Woon et al. (2005)
The cost of implementing recommended security measures exceeds the benefits Workman et al. (2008)
The impact of security measures on my productivity exceeds the benefits Thompson et al. (2017)
Self-efficacy ​
I feel comfortable taking measures to secure my sensitive ​
information Anderson and Agarwal (2010)
Taking the necessary security measures is entirely under my control. Anderson and Agarwal (2010)
I have the knowledge to differentiate phishing emails from legitimate ones* Anderson and Agarwal (2010)
Taking the necessary security measures is easy for me* Anderson and Agarwal (2010)
I can protect my information by myself * Anderson and Agarwal (2010)
Phishing protection behavior ​
I make every effort to scan the email thoroughly before I click on any links Wang et al. (2017)
I concentrate hard on every email trying to analyze for phishing indicators Wang et al. (2017)
I try to concentrate on the task while opening emails Wang et al. (2017)
Positive reappraisal ​
I would learn to protect my data better in the future Carver et al. (1989)
It would be a learning experience for me Carver et al. (1989)
I might get inspired to find ways to protect others Folkman et al. (1986)
Threat devaluation ​
Phishing threats are not worth getting upset about Davey (1993)
I can put up with phishing threats as long as everything else is OK in life Davey (1993)
There's nothing else I can do, so there is no point worrying Davey (1993)
Phishing threats are not worth worrying about Davey (1993)
I don't take phishing threats too seriously Davey (1993)
* Item removed during measurement model assessment.

Table A.2 
Discriminant validity.

PS PV F RE RC SE PPB PR TD

Perceived severity (PS) 0.795 ​ ​ ​ ​ ​ ​ ​ ​
Perceived vulnerability (PV) 0.343 

(0.434)
0.718 ​ ​ ​ ​ ​ ​ ​

Fear (F) 0.354 
(0.452)

0.352 
(0.498)

0.788 ​ ​ ​ ​ ​ ​

Response efficacy (RE) 0.502 
(0.649)

0.343 
(0.478)

0.399 
(0.576)

0.724 ​ ​ ​ ​ ​

Response cost (RC) − 0.114 
(0.159)

0.080 
(0.140)

− 0.003 
(0.129)

− 0.043 
(0.083)

0.751 ​ ​ ​ ​

Self-efficacy (SE) 0.484 
(0.663)

0.249 
(0.367)

0.328 
(0.494)

0.577 
(0.879)

− 0.108 
(0.177)

0.751 ​ ​ ​

Phishing protection behavior PPB) 0.493 
(0.656)

0.252 
(0.365)

0.443 
(0.649)

0.485 
(0.712)

− 0.122 
(0.189)

0.495 
(0.779)

0.770 ​ ​

Positive reappraisal (PR) 0.510 
(0.672)

0.344 
(0.500)

0.485 
(0.710)

0.520 
(0.760)

− 0.104 
(0.161)

0.489 
(0.755)

0.502 
(0.762)

0.771 ​

Threat devaluation (TD) − 0.341 
(0.415)

− 0.162 
(0.206)

− 0.292 
(0.386)

− 0.224 
(0.299)

0.429 
(0.616)

− 0.170 
(0.244)

− 0.221 
(0.300)

− 0.283 
(0.386)

0.723

Numbers in bold on diagonal are the square roots of AVE.
Numbers inside brackets are HTMT.
Other numbers are correlations.
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