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Extant information security research is characterized by a focus on problem-focused security behaviours, while
overlooking the internal, and emotion-focused coping responses that humans exhibit. Threat devaluation, where
severity is downplayed, is an established dimension of risk perception, and yet it has not been considered in
information security research to date. We address this gap by developing and empirically testing a research
model of how threat and coping factors from Protection Motivation Theory influence both problem-focused and
emotion-focused coping responses. Data was collected from 518 users and PLS was used to reveal the de-
terminants of, and the relationship between, problem-focused and emotion-focused coping behaviors. The results
demonstrate that threat devaluation is a measurable outcome of all threat and coping appraisals considered,
providing evidence that multiple coping strategies may be involved in a security threat situation. We also find
that many of the well-established determinants of information security behavior, such as self-efficacy, are
significantly related to emotion-focused responses. This has implications for researchers and practitioners who
seek to create secure environments where users are more likely to enact constructive and problem-focused se-

curity behaviors.

1. Introduction

A significant body of research has examined a range of factors that
potentially influence the intentions of users to protect against informa-
tion security threats; that is, to undertake task-centered problem-
focused coping (PFC). Theories such as Protection Motivation Theory
(PMT) (Rogers, 1975) and Technology Threat Avoidance Theory (TTAT)
(Liang and Xue, 2009) build upon work in the health sciences domain
and have proved to be effective theoretical models for understanding
information security behaviors. As a result, these theories have been
well received by the information systems community and form the basis
of a large proportion of behavioral information security research. Such
models typically include constructs to model perceptions of threat
severity and likelihood, as well as the efficacy of both the self and any
protective measures. These leading models of information security
behavior consider users’ protection motivation and protective behavior
and have proved valuable in explaining PFC behaviors in the context of
information security.

However, recent research in information security has revealed that
users also respond to threats with a range of emotion-focused coping
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(EFC) responses. For example, users may not believe that the risk of
malware applies to them (wishful thinking) or may deny that reuse of
passwords could lead to identity theft (denial). As such, prevalent
behavioral information security models fail to fully consider the affec-
tive and emotional context and do not accommodate users who may
cope with a threat in a way that does not involve protective behavior.

Coping has been defined as “the cognitive and behavioral effort to
manage specific external and/or internal demands that are appraised as
taxing or exceeding the person’s resources” (Lazarus and Folkman,
1984, p. 141). According to this definition, it is possible that the effort a
user exerts toward managing a challenging (information security) situ-
ation need not be directly problem-focused but may instead be inwardly
focused on managing the associated emotional impact of the threat.
Coping responses may thus be categorized into EFC and PFC.

Multiple EFC responses have been identified and associated with
various outcomes both in health-related domains (e.g. Carver et al.,
1989; Folkman, 1988) and in the information security literature (e.g.
Liang et al., 2019). Emotion-focused responses have been further cate-
gorized as outward and inward EFC responses (Liang et al., 2019), with
inward EFC responses such as denial (Xin et al., 2021) and avoidance

Received 18 September 2023; Received in revised form 16 January 2024; Accepted 8 May 2024

Available online 21 May 2024

0167-4048/© 2024 The Author(s). Published by Elsevier Ltd. This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/).


mailto:nik.thompson@curtin.edu.au
www.sciencedirect.com/science/journal/01674048
https://www.elsevier.com/locate/cose
https://doi.org/10.1016/j.cose.2024.103897
https://doi.org/10.1016/j.cose.2024.103897
https://doi.org/10.1016/j.cose.2024.103897
http://crossmark.crossref.org/dialog/?doi=10.1016/j.cose.2024.103897&domain=pdf
http://creativecommons.org/licenses/by/4.0/

N. Thompson et al.

(Liang et al., 2019) being regarded as potentially counterproductive as
they can hinder adoption of PFC responses, whereas outward focused
EFC responses such as venting and social support can help users achieve
the emotional state they require to engage in PFC (Liang et al., 2019).

Threat devaluation is an emotion-focused response that was explored
in the health context by Davey (1993), who described it as a response
that acknowledges that the problem or threat exists, but attempts to
reduce its stressfulness. For example, in the security context, when a user
is aware that email phishing is prevalent but devalues the threat they
face and believes that they do not currently need to take the threat too
seriously, they are engaging in threat devaluation. The threat is not
ignored but neither is the need for urgent action perceived. Davey
(1993) found that, unlike denial, threat devaluation can be associated
with PFC when dealing with health stresses, such that it is a response
used with threats that are perceived as relatively controllable and allows
individuals to preserve their attention for more major threats.

Understanding more about threat devaluation and the role it might
play in user responses to information security threats is important
because of the differing influences that inward and outward EFC re-
sponses can have on PFC (Liang et al., 2019; Xin et al., 2021). If threat
devaluation proves to play a similar role to outward EFC responses such
as social support, it may ultimately contribute to PFC, but if it proves to
be more similar to inward responses such as denial, it may impede PFC.
Knowing this, and knowing which factors influence it, should provide
information security practitioners with information that helps them to
understand the emotional state of users and to support users as they face
security threats, both directly and via training and awareness
campaigns.

To date, no previous published research has considered whether
threat devaluation plays a role in responses to information security
threats. This paper addresses this lack of prior work. The phishing
domain was chosen for this research as phishing is an increasingly
important security issue with the Anti-Phishing Working Group (2022)
reporting more than 4.7 million attacks in 2022, yet users may see it as a
threat that is controllable (Liang and Xue, 2009; Verkijika, 2019). We
build on the work of Liang et al. (2019), who considered the roles of
different types of EFC in problem-focused information security behavior
and propose and test a model of the potential role that threat devalua-
tion plays in users’ responses to phishing threats. The study addresses
two research questions in the context of phishing threats:

RQ1: How is threat devaluation influenced by the factors that have
been found to influence PFC behavior?

RQ2: How does threat devaluation influence PFC behavior?

2. Literature review
2.1. Phishing

Phishing employs a combination of social engineering and technical
measures to steal the financial and personal information of users.
Common protections against phishing include the anti-phishing toolbars
that are available for browsers and anti-phishing software tools; these
provide visual warnings and alerts when a suspected phishing website is
detected. Though such tools and techniques are well established to
safeguard against this information security threat, the number of
phishing victims continues to increase (Anti-Phishing Working Group,
2022). Addressing the threat of phishing has, therefore, become a sig-
nificant area of information security research (e.g., Arachchilage et al.,
2016; Bax et al., 2021; Williams and Joinson, 2020), and several key
findings from the broader information security research domain have
been successfully applied in this context.

Much of the behavioral information security research on phishing
has considered the role that coping and threat appraisal play in influ-
encing protection motivation by using and extending theories such as
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PMT (Rogers, 1983) and TTAT (Liang and Xue, 2009). Research based
on these theories has demonstrated the roles of perceived vulnerability,
perceived severity, self-efficacy, response efficacy, and response cost in
determining the extent to which users take protective action against
phishing threats (Arachchilage and Love, 2013; Bax et al., 2021; Jansen
and van Schaik, 2018). However, recent research has highlighted that as
well as PFC, generally investigated in terms of protection motivation and
protective behavior undertaken, users also respond to information se-
curity threats with a range of emotion-focused responses (Chen and
Liang, 2019; Liang et al., 2019; Wang, Li, and Rao, 2017; Xin et al.,
2021). Therefore, a greater understanding of the role of other modes of
coping with phishing threats is needed.

2.2. Coping

Lazarus and Folkman (1984) distinguished between two funda-
mental types of coping with stress: problem-focused, and
emotion-focused. They define PFC as responses that aim to manage or
alter the problem, whereas EFC aims to regulate emotional responses to
the problem. In PFC, when being faced with a threat, a user responds in a
manner that deals directly with the threat. In the information security
domain, the following are examples of labels given to forms of PFC:
protection behavior (Bax et al., 2021), task-focused coping (Wang et al.,
2017), and information security policy compliance (Chen et al., 2021).
EFC strategies can be considered inward or outward focused (Liang
et al., 2019), where inward EFC acts to suppress negative emotions by
ignoring or distorting the perception of information security threats.
Several different types of inward EFC have recently been considered in
information security research, including denial (Liang et al., 2019),
wishful thinking (Liang et al., 2019; Xin et al., 2021), and avoidance
(Chen and Zahedi, 2016; Moody et al., 2018; Xin et al., 2021). Outward
EFC responses work to reduce the negative effects of stressful situations
by directly regulating the emotions generated by threats but do not
deliberately change how the threat is perceived. Outward EFC responses
that have been investigated in recent information security research
include venting and seeking emotional support (Liang et al., 2019).

In the health domain, Lazarus and Folkman (1984) considered that
the controllability of the threat determined the extent to which there
was a greater preference for PFC or EFC, with controllable situations
being more associated with problem-focused responses and more
extensive use of EFC responses in uncontrollable situations.

The categorization of coping as either just problem-focused or just
emotion-focused has also been examined, and in some cases criticized as
an oversimplification, including by Lazarus (e.g., Compas et al., 2001;
Lazarus, 1996; Skinner et al., 2003). Similarly, Liang and Xue (2009)
argue that in the information security domain, individuals engage in
both PFC and EFC. It is also possible that a single coping response may
address both the problem and emotions (Compas et al., 2001).

Liang et al. (2019) considered EFC responses to be antecedents of
PFC and tested a model of how inward and outward types of EFC in-
fluence security behavior. They found that inward EFC had a negative
influence on PFC behavior and that outward EFC had a weak positive
effect on PFC behavior, concluding that outward EFC can promote
improved information security behavior.

2.3. Threat devaluation

Threat devaluation is a form of EFC where the threat is recognized,
but in response, its severity is devalued to relieve stress. Davey (1993) is
one of the few authors to discuss the role of threat devaluation as a
coping strategy, and his work was in the health domain. In this context
Davey compares threat devaluation firstly with denial, a form of inward
EFC in which an individual tries to deny that the problem is threatening
or relevant, and also with positive reappraisal, in which the threat is
reappraised to have positive value (e.g., by considering it a “challenge™).
The role of threat devaluation in information security has not yet been
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investigated; hence this paper proposes and tests a model of the poten-
tial role that threat devaluation plays in responses to phishing threats.

Threat devaluation differs from denial in that the individual accepts
that the threat exists but attempts to reduce the stress associated with it.
It differs from positive reappraisal in that there is no attempt to see the
problem as a positive challenge. In the health context, Davey (1993)
found threat devaluation to be positively correlated with more
problem-focused responses to threats and presented several possible
reasons for this. He argued that threat devaluation may involve an
appraisal process that allows individuals to temporarily deflect attention
from less important problems to facilitate attention to more serious
threats. He also suggested that it might provide a breathing space that
allows the individual to prepare to cope with the threat; that is, the
threat is not denied, but devalued sufficiently to allow space before
addressing it. In an information security context, this might occur when
a user is concerned about the threat of malware, but initially has an
emotional response that downplays the threat, and they thus delay
taking action such as updating their antivirus software. Given these
characteristics, threat devaluation may be classified as an outward form
of EFC, however, it differs from the forms described by Liang et al.
(2019): emotional support seeking and venting.

Davey initially argued that threat devaluation may be appropriate
when the threat is perceived as uncontrollable, but this was disproved in
a second study, which found that threat devaluation was more likely to
occur in controllable situations (Davey, 1993). In the information se-
curity context, this sense of controllability is formed based on the
perceived effectiveness and costs of the available protective measures
and on the user’s confidence in their ability to successfully perform these
measures (Liang and Xue, 2010). Liang et al. (2019) found that when
users believed that they were in control of an information security
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threat, they were less likely to use forms of inward EFC to cope. How-
ever, they still needed outward EFC to deal with the emotions associated
with the stressful situation. Phishing is a large problem (Anti-Phishing
Working Group, 2022) but approaches exist to counter it, and the per-
ceptions of users about it are influenced by factors such as their phishing
awareness and their beliefs about anti-phishing tool usefulness (Abbasi
et al.,, 2016). Therefore, users may see it as a relatively controllable
information security threat and hence threat devaluation may play a role
in their responses to the threat.

3. Model and hypotheses

The Extended Parallel Process Model (EPPM) (Witte, 1992, 1994)
draws from PMT (Rogers, 1983) and the Parallel Response Model
(Leventhal, 1970, 1971). It includes the PMT concepts of vulnerability to
a threat and the severity of a threat as influences on an individual’s
emotional response to the threat (i.e., fear). It also includes consider-
ation of the efficacy of a protective action (response efficacy), and the
belief in one’s ability to perform the action required (self-efficacy). Each
of these then influences the response to the threat, which can be an effort
to control or limit the level of the threat (protection motivation) or to
counter or inhibit the individual’s emotional response to the threat
(defensive motivation). EPPM was developed to explain success and
failure in coping with threats by capturing the interplay of fear control
and danger control. The model tested in this study uses both PMT and
EPPM as a starting point to represent the potential role of threat
devaluation in responses to phishing threats (see Fig. 1). Table 1 pro-
vides definitions of the constructs in the model.

PMT (Rogers, 1983) and EPPM (Witte, 1992, 1994) both propose
that perceived severity and perceived vulnerability influence fear. These

Perceived
Severity
H1 (+)
Fear
H2 (+)
Perceived
Vulnerability
PFC Behavior
H4 (+) T
H11 (+)

Response H5 ()

Efficacy
H8 (-)
H6 (+) Threat

/ Devaluation

H9 (+)

Response

Cost
H10 (+)
Self-efficacy

Fig. 1. Research model.
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Table 1
Construct definitions.

Construct Definition

Perceived severity Perceived severity is defined as an individual’s perception of
the seriousness of the consequences of falling victim to a

phishing threat.

Perceived Perceived vulnerability is defined as an individual’s
vulnerability perception of the likelihood of falling victim to a phishing
threat.
Fear Fear can be described as an emotional feeling about threat.

With respect to phishing threats, fear might manifest as
nervousness or anxiety about potential dangers and reluctance
to open emails because of the potential threat.

Response efficacy is the extent to which an individual believes
that the recommended actions will effectively mitigate or
eliminate the threat.

Self-efficacy refers to an individual’s beliefs about how
successfully they will be able to perform the protective
behaviors to avoid falling victim to a phishing attack.
Response cost is the perceived opportunity cost that an
individual believes is associated with taking protective action
against phishing threats (e.g., time, effort, or financial).
Problem-focused responses to a threat occur when, upon being
faced with a threat, an individual responds in a manner that
deals directly with the threat to protect them from the possible
damage caused by the threat. In this study, PFC behavior is
defined as the extent to which an individual uses appropriate
protective measures to counter phishing threats. For example,
PFC behavior might involve carefully assessing e-mails before
opening them or before clicking on the links and acting on
warnings from anti-phishing tools.

Threat devaluation is a coping response where the threat is
recognized but it is devalued to relieve stress (Davey, 1993). In
the context of phishing threats, threat devaluation refers to an
individual potentially underestimating the impact of a
phishing attack to reduce their stress, thus allowing
themselves to not immediately undertake protective behavior.

Response efficacy

Self-efficacy

Response cost

PFC behavior

Threat devaluation

threat appraisal factors have been shown to positively influence fear in a
range of information security domains (e.g., Boss et al., 2015; Liang and
Xue, 2010; Mwagwabi et al., 2018). Perceived severity and perceived
vulnerability have also been shown to influence fear in the phishing
domain (Arachchilage and Love, 2013; Bax et al., 2021; Jansen and van
Schaik, 2018); that is, as a user perceives an email phishing threat to be
more serious, or themselves to be more vulnerable to this threat, they
will have a greater emotional response to it. Therefore, we hypothesize
that:

H1. Perceived severity of phishing threats positively influences fear.

H2. Perceived vulnerability to phishing threats positively influences
fear.

Fear is central to the EPPM (Witte, 1994) and the revised PMT
(Rogers, 1983), which suggest that when a threat is deemed relevant,
fear is invoked, and in response, the user takes action. The relationship
between fear and security behavior or the intention to undertake it has
been supported in some information security research (e.g., Boss et al.,
2015; Chen et al., 2022; Liang and Xue, 2010; Liang et al., 2019;
Mwagwabi et al., 2018), including when users are faced with phishing
threats (Arachchilage and Love, 2013; Bax et al., 2021). Therefore, an
increase in an individual’s level of fear about email phishing threats
should result in an increase in their PFC behavior in response to the
phishing threat, and the following is hypothesized:

H3. Fear positively influences PFC behavior.

The perceived efficacy of potential responses is proposed to influence
the intention to perform protective behaviors (Rogers, 1983; Witte,
1992, 1994), and consequently protective behavior. Many information
security studies have provided support for this (e.g., Boss et al., 2015;
Chen et al., 2022; Liang and Xue, 2010; Mwagwabi et al., 2018; Xin
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et al., 2021). Users can protect themselves against phishing by carefully
checking emails as well as using anti-phishing toolbars in browsers and
anti-phishing software that provide visual warnings and alerts when a
potential phishing website is identified. In the phishing domain, in-
creases in perceptions of the efficacy of these and other responses are
associated with increases in intentions to perform protections against
phishing threats (Arachchilage and Love, 2013; Bax et al., 2021; Shah-
baznezhad et al., 2020; Williams and Joinson, 2020); therefore, we
hypothesize:

H4. Response efficacy positively influences PFC behavior.

Response costs are those that users perceive are associated with
taking protective actions; they include not only financial costs but also
the time, effort, and inconvenience that these may involve. The revised
PMT (Rogers, 1983) represents response costs as an inhibitor of in-
tentions to perform protective behaviors, and some previous informa-
tion security research supports this (Boss et al., 2015; Chenoweth et al.,
2009; Liang and Xue, 2010; Thompson et al., 2017). However, some
studies have not found response costs to play a role (e.g., Boehmer et al.,
2015; Mwagwabi et al., 2018).

As with research on its role in responses to other information security
issues, the results about response costs associated with protecting
against phishing threats have not always been consistent. Although
Jansen and van Schaik (2018) did not find this to be the case, both
Arachchilage and Love (2013) and Bax et al. (2021) demonstrated that
response costs can play a role in protection against phishing threats; that
is, these studies suggest that when users perceive the cost of protecting
themselves against phishing threats to be higher, they are less likely to
be motivated to protect themselves. We hypothesize that:

H5. Response cost negatively influences PFC behavior.

Self-efficacy is another important coping appraisal factor proposed to
influence the intention to perform protective behaviors (Rogers, 1983;
Witte, 1992, 1994). Previous research has provided consistent support
for this in many information security contexts, where users’ belief in
their ability to successfully perform the recommended protective be-
haviors has positively influenced either their intention to do so and/or
the extent to which they do so (Belanger and Crossler, 2019; Mills and
Sahai, 2019; Thompson et al., 2017; Warkentin et al., 2016). However,
Xin et al. (2021) did not find that self-efficacy played a role in PFC when
facing mobile malware threats. In previous studies of phishing security
behavior, increases in self-efficacy have been associated with increases
in intentions to protect against phishing threats (Arachchilage and Love,
2013; Bax et al., 2021; Jansen and van Schaik, 2018; Williams and
Joinson, 2020); therefore, the following hypothesis is proposed:

H6. Self-efficacy positively influences PFC behavior.

Whilst there is evidence that fear is associated with adaptive re-
sponses such as improved password behavior (Mwagwabi et al., 2018),
intention to use anti-malware software (Boss et al., 2015), and pro-
tecting against phishing threats (Bax et al., 2021), less research has
considered the relationship between fear and EFC in an information
security context. Several recent studies have started to explore the role
of different emotion-focused responses to fear (e.g., Chen and Liang,
2019; Cho et al., 2020; Liang et al., 2019; Xin et al., 2021). Cho et al.
(2020) demonstrated that fear associated with online privacy risks had a
positive association with inward EFC responses such as avoidance and
disengagement. Similarly, Liang et al. (2019) found that fear of external
security threats positively influenced several inward EFC responses
including denial and wishful thinking, and also positively influenced the
two forms of outward EFC they considered: venting and seeking social
support. However, given the finding of Davey (1993) that threat
devaluation is positively associated with problem-focused responses to
threats in situations where the threat is perceived as controllable, we
argue that users can regard phishing as a potentially controllable threat.
Thus, when fear of this threat is lower, they may employ threat
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devaluation as a response that buys time before engaging in protective
behavior. However, users with higher fear are less likely to engage in
this response. We therefore hypothesize that:

H7. Fear negatively influences threat devaluation.

Chen et al. (2022) considered both self-efficacy and response efficacy
as components of perceived coping efficacy and explored their role in
avoidance in response to internet security attacks. Increased perceptions
of perceived coping efficacy were associated with decreased avoidance.
That is, when users believed that the responses were effective, they were
less likely to adopt this inward emotion-focused response. Xin et al.
(2021) investigated how response efficacy influences five kinds of EFC
and found that all except avoidance were negatively influenced by in-
creases in response efficacy.

Despite the finding of Liang et al. (2019) that perceived avoidability,
a construct that partially captures response efficacy, had no relationship
with venting and seeking emotional support we propose that response
efficacy has a negative relationship with threat devaluation such that the
more users believe in the efficacy of responses to phishing threats the
less need there is for them to employ this strategy to control their
emotions and hypothesize:

H8. Response efficacy negatively influences threat devaluation.

The cost of responding to information security threats (e.g., in terms
of time, effort, and money) has been shown to negatively impact in-
tentions to take protective action (Boss et al., 2015; Chenoweth et al.,
2009; Liang and Xue, 2010; Thompson et al., 2017). However, less is
known about the potential impact of response costs on EFC. In a study on
intention to use anti-spyware protection (Chenoweth et al., 2009),
response cost was the only coping appraisal factor to influence EFC
(described as maladaptive coping), and it had a positive influence. That
is, the higher the perceived cost of the recommended response the more
likely users were to respond in a way that did not deal directly with the
threat. Similarly, Marett et al. (2011) found response costs positively
influenced two EFC responses: avoidance and hopelessness. In a
phishing-specific study, Bax et al. (2021) also showed that increases in
response cost were associated with increases in maladaptive behavior.
Consistent with Davey (1993) we propose that in situations where the
cost of responding to phishing threats is perceived by users to be high,
they are more likely to engage in threat devaluation to allow themselves
time before engaging in problem-focused responses, we therefore hy-
pothesize that:

H9. Response cost positively influences threat devaluation.

As discussed above, Chen et al. (2022) found that increases in
self-efficacy (as well as perceived response efficacy) reduced levels of
avoidance in response to internet security attacks. Chen and Zahedi
(2016) also found a weak negative effect of self-efficacy on avoidance
but suggest that there may be cultural differences in the role played by
self-efficacy, with it playing more of a role with US users than Chinese
users. However, Xin et al. (2021) found that self-efficacy did not influ-
ence any of the forms of EFC they investigated in response to mobile
device malware threats and similarly, it did not influence maladaptive
coping in Chenoweth et al. (2009). Therefore, more research on the
relationship between self-efficacy and EFC is needed. In this study, we
argue that because threat devaluation appears to be important in situ-
ations that are perceived as controllable (Davey, 1993), and phishing
has recommended responses, users who believe that they will be able to
undertake recommended protective actions are more likely to engage in
threat devaluation as it provides mental space that allows them to pre-
pare to cope with the threat. In this study, we hypothesize that:

H10. Self-efficacy positively influences threat devaluation.

The relationship between EFC and PFC has been considered in
several information security studies, and the results suggest that in-
creases in some types of inward types of EFC are associated with
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reductions in security behavior intentions and some types of PFC; for
example, denial, psychological distancing, and wishful thinking (Liang
et al., 2019) and avoidance and fatalism (Xin et al., 2021). However, in
Xin et al. (2021) reactance, hopelessness, and wishful thinking did not
have significant impacts on PFC behavior. Liang et al. (2019) also
investigated the relationship between outward EFC and PFC behavior
and found that outward EFC had a weak positive influence on PFC
behavior. Given this finding in the information security domain and the
fact that Davey (1993) found the use of threat devaluation to be posi-
tively correlated with problem-focused responses to threats in the health
context, we propose that users are more likely to employ PFC responses
to address phishing threats when they have higher levels of threat
devaluation and hypothesize:

H11. Threat devaluation positively influences PFC behavior.
4. Method

The population of interest for this study is Australian adult users who
are exposed to potential phishing threats. Phishing attacks aim to steal
data, especially the user’s personal information, including login cre-
dentials and passwords to various online accounts, therefore online data
collection was an appropriate mechanism to reach the desired group of
respondents and an online questionnaire was used to collect data to test
the research model. Human research ethics approval to conduct the
research was obtained prior to the collection of data.

Participants were recruited using the third-party survey company,
PollFish (www.pollfish.com). Pollfish conducted the screening for de-
mographic requirements (i.e., potential participants needed to be over
18 years of age and located in Australia) and invited suitable members of
their survey panels. Invitees received a detailed participant information
sheet, and link to the questionnaire and could proceed after consenting.
The invitation also included an e-mail address for any queries relating to
the research. The data was collected between late October 2021 and
early April 2022.

The online questionnaire was created using Qualtrics. The items to
measure the constructs in the proposed model were drawn from previ-
ous information security research where possible and were adapted for
the phishing domain if necessary. These items were all measured on 5-
point Likert scales from ‘Strongly Disagree’ to ‘Strongly Agree’. As all
the constructs in the model were measured through self-reports, com-
mon method bias (CMB) was possible. To reduce this risk, we used the
procedural remedies of protecting the anonymity of the respondents to
minimize the evaluation apprehension (Podsakoff et al., 2003) and
improving measurement items through careful construction (Podsakoff
et al., 2012), as item ambiguity has been identified as a common
problem in the comprehension stage of response (Tourangeau et al.,
2000). The clarity and conciseness of the questionnaire were examined
in pilot testing with ten members of the target population and based on
their feedback slight changes were made to the wording of several items.
Table A.1 includes the items and their sources.

The proposed model was tested using partial least squares (PLS). PLS
is a second-generation statistical technique that is well suited for theory
development such as the new model proposed in this research (Lowry
and Gaskin, 2014). The model was tested in two stages using SmartPLS
(Ringle et al., 2005). We first evaluated the measurement model and
then the structural model. Bootstrap resampling using 5000 samples was
used to determine the significance of the paths in the structural model.

5. Results

We received a total of 518 valid responses (54.8 % female and 45.2 %
male) to the questionnaire. Table 2 shows the distribution of partici-
pants by gender, age, and education.

Before testing the model, we conducted two statistical tests to
examine whether CMB was a problem. Using the Harman one-factor test
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Table 2
Participant background information.
Percent
Gender Female 54.8
Male 45.2
Age 18-24 25.7
25-34 26.6
35-44 20.5
45-54 9.6
55 and above 17.6
Highest education level Primary school 6.5
High school 27.3
Vocational qualification 28.9
Undergraduate 24.5
Postgraduate 12.8

(Podsakoff et al., 2003), the amount of variance explained by the first
factor was 18.80 %, well below the recommended threshold of 50 %.
Next, we conducted a correlational marker variable test (Lindell and
Whitney, 2001), which showed that, after controlling for a marker
variable (measured on the same scale but theoretically distinct), all
originally significant correlations remained significant. Given these re-
sults, and the procedural strategies reported in Section 4, CMB was
unlikely to be a serious concern in this research.

The measurement model was assessed for internal consistency,
convergent validity, and discriminant validity. Internal consistency was
assessed using composite reliability (CR) and all constructs had values
above 0.70 as recommended by Hair et al. (2017). Outer loadings and
average variance extracted (AVE) were used to assess convergent val-
idity. Each item loaded significantly on its construct; however, several
item loadings were not above the recommended 0.708 (Hair et al., 2017)
and were investigated further and considered for removal to improve
AVE (Table A.1 identifies items that were removed from the analysis).
The final AVE for all constructs was above the minimum threshold value
of 0.5 (Hair et al., 2017). Table 3 provides the final CR and AVE for each
of the constructs in the proposed model. As can be seen, both internal
consistency and convergent validity are satisfactory.

Discriminant validity was initially assessed using both cross loadings
and the Fornell-Larcker criterion. All measurement items were found to
load more highly on their own construct than on any other construct.
The square root of AVE for each construct was also greater than the
correlation between that construct and any other construct (see
Table A.2). Discriminant validity was therefore demonstrated with both
approaches. In addition, we conducted a further test of discriminant
validity using the heterotrait-monotrait ratio (HTMT) of correlations
criterion. The HTMT ratios presented in Table A.3 are all under the
threshold of 0.90 (Henseler et al., 2015), further demonstrating that our
data did not suffer from discriminant validity issues.

The structural model was examined next. Fig. 2 summarizes the re-
sults of this evaluation. Nine of the 11 hypotheses were supported. The
model explained 23 % of the variance in fear R? = 0.23), 38 % of the
variance in PFC behavior (R?> = 0.38) and 29 % (R? = 0.29) of the
variance in threat devaluation.

Both perceived severity and perceived vulnerability had a positive
influence on fear (8 = 0.34, p < 0.001 and 8§ = 0.24, p < 0.001). This

Table 3

Convergent validity and AVE values.
Construct CR AVE
Fear 0.80 0.50
Perceived severity 0.90 0.63
Perceived vulnerability 0.80 0.51
PFC behavior 0.81 0.59
Response cost 0.80 0.50
Response efficacy 0.81 0.52
Self-efficacy 0.80 0.50
Threat devaluation 0.81 0.52
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provided support for H1 and H2. H3 was also supported as fear had a
positive influence on PFC behavior (8 = 0.30, p < 0.001). Consistent
with PMT (Rogers, 1983) and EPPM (Witte, 1992, 1994), increases in
response efficacy and self-efficacy led to increases in PFC behavior (8 =
0.20, p < 0.001 and 8 = 0.25, p < 0.001), providing support for H4 and
H6. However, response cost was not found to influence PFC behavior as
hypothesized (8 = —0.06, p = 0.06); therefore, H5 was not supported.

Hypotheses H7 to H10 relate to potential impacts on threat devalu-
ation. Consistent with H7, as fear increased threat devaluation
decreased, and therefore H7 was supported (8 = —0.29, p < 0.001). As
proposed, increases in response efficacy led to decreases in threat
devaluation (8 = —0.12, p = 0.004) and increases in response cost led to
increases in threat devaluation ($ =0.43, p < 0.001). Both H8 and H9
were, therefore, also supported.

The model tested in this research proposes that as users’ self-efficacy
for managing phishing threats increases, their use of threat devaluation
as a coping strategy also increases. This was found to be the case, as a
weak positive relationship was identified between self-efficacy and
threat devaluation (8 =0.09, p = 0.022); H10 was therefore supported.

Hypothesis H11 relates to the relationship between threat devalua-
tion and PFC behavior and proposes that the more that users engage in
threat devaluation the more they undertake PFC behavior in response to
phishing threats. However, threat devaluation was not found to influ-
ence PFC behavior (8 = —0.02, p = 0.335) and, therefore, H11 was not
supported. The testing of the hypotheses is summarized in Table 4 and
the results of the structural model testing are summarized below in
Fig. 2.

6. Discussion

This research addresses the lack of previous research on the role of
threat devaluation in information security behavior. The research is
undertaken in the context of protection against phishing threats.
Drawing on PMT (Rogers, 1983) and EPPM (Witte, 1992, 1994) and the
work of Liang et al. (2019) we propose and test a model of how the
threat and coping appraisal factors from PMT influence PFC behavior
and threat evaluation and how threat devaluation and PFC behavior are
related. The results of this study provide support for nine of the 11
hypotheses.

The first six hypotheses provide some further confirmation of earlier
PMT (Rogers, 1983) and TTAT (Liang and Xue, 2009) based studies on
user responses to phishing threats. Consistent with previous research
(Arachchilage and Love, 2013; Bax et al., 2021), perceived severity and
perceived vulnerability positively influenced fear, which influenced PFC
behavior. As proposed, both response efficacy and self-efficacy also had
direct positive influences on PFC behavior and this is consistent with
previous research on phishing (Arachchilage and Love, 2013; Bax et al.,
2021; Williams and Joinson, 2020). However, response cost did not
influence PFC behavior in this study. Response cost has not been found
to consistently influence information security behavior across security
contexts (e.g., Boehmer et al., 2015; Mwagwabi et al., 2018) or specif-
ically concerning phishing (e.g., Jansen and van Schaik, 2018), so more
research is needed to understand what determines its importance.

Hypotheses H7 to H11 capture the major new contribution of this
study in understanding the role threat devaluation plays in user re-
sponses to phishing threats. The results demonstrate that fear influences
threat devaluation as well as PFC behavior. When individuals have
higher levels of fear about phishing threats, they are more likely to take
protective action and less likely to engage in threat devaluation. This
negative relationship differs from the positive relationships between
fear and other forms of both inward and outward EFC identified in
previous research; for example, with avoidance and disengagement (Cho
et al., 2020), and denial, wishful thinking, venting and seeking social
support (Liang et al., 2019).

Since prior work has shown that threat devaluation positively in-
fluences problem-focused responses in non-security situations where the
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Fig. 2. Model testing results.
Table 4 (2021) where response efficacy had a negative influence on five kinds of
able
EFC.
Summary of hypothesis testing. . . s 1. .
v o wp & The perceived cost of responding to phishing threats (e.g., in terms of
Hypothesis Result the time or effort required to address the threat) was proposed to both
H1 Perceived severity of phishing threats positively influences  Supported decrease PFC behavior and increase threat devaluation. As in the
) fear A valnerabili iching th vl . J phishing related study of Jansen and van Schaik (2018), in this study
H ?egce“’e ‘;“ nerability to phishing threats positively upporte response cost did not influence PFC behavior. Further research is needed
Inrluences fear . . .
H3  Fear positively influences PEC behavior Supported to understand under which circumstance the costs of protection become
H4 Response efficacy positively influences PFC behavior Supported important determinants of protective behavior. However as proposed,
H5  Response cost negatively influences PFC behavior Not response cost had a positive influence on threat devaluation. This
H6 Selfeffi ively infl PEC behavi :“Pporteg finding is consistent with the results of several previous related studies.
elf-efficacy positively influences ehavior upporte . .
7 Fear negatively influences threat devaluation Supported In both the Chenoweth et al. (2009) study on intention to use
H8 Response efficacy negatively influences threat devaluation ~ Supported anti-spyware protection and the Marett et al. (2011) research on posting
H9 Response cost positively influences threat devaluation Supported of personal information on social media, increases in response cost were
H10  Self-efficacy positively influences threat devaluation Supported associated with increases in EFC. It seems that when the cost of
HI1  Threat devaluation positively influences PFC behavior I;m d responding to phishing threats is perceived by users to be high, they are
upporte

threat is perceived as controllable (Davey, 1993), and some users see
phishing threats as controllable (Abbasi et al., 2016; Verkijika, 2019),
the negative relationship observed between fear and threat devaluation
supports our contention that threat devaluation is a response that allows
the user to delay their perceived need to take protective action (Davey,
1993). However, this is a strategy that is employed more when fear of
the threat is lower, providing a response that allows users to buy time
before engaging in protective behavior. Conversely, users with higher
fear are less likely to use this response. When fear is higher, users are
more likely to adopt problem-focused responses.

As hypothesized, response efficacy negatively influenced threat
devaluation. That is, the more that individuals believed in the efficacy of
responses to phishing threats the less they used threat devaluation as a
response. EFC appeared to be less necessary given the belief in the ef-
ficacy of responses to the threat. This is consistent with the findings of
Chen et al. (2022) where increased perceptions of perceived coping ef-
ficacy (which combines response efficacy and self-efficacy) were asso-
ciated with decreased avoidance, and with the findings of Xin et al.

more likely to engage in threat devaluation to allow themselves time
before engaging in problem-focused responses.

The role of self-efficacy in users’ responses to security threats is clear
concerning problem-focused responses, but less so with emotion-focused
responses. Although two previous studies have found that self-efficacy
has a negative influence on some forms of inward EFC (Chen et al.,
2022; Chen and Zahedi, 2016), it did not influence any of the forms of
inward EFC considered in Chenoweth et al. (2009) or Xin et al. (2021).
No previous research has investigated the role of self-efficacy in outward
EFC. The results of this study provide support for our contention that in
the phishing domain, users who believe that they have the ability to
undertake recommended protective action against phishing threats are
more likely to engage in threat devaluation as it provides mental space
that allows them to prepare to cope with the threat or give their atten-
tion to more urgent matters.

Although several information security studies have found a negative
relationship between some forms of inward EFC and PFC (Liang et al.,
2019; Xin et al., 2021), Liang et al. (2019) found that outward EFC had a
weak positive influence on PFC behavior; hence we hypothesized that
this would also be the case when users respond to phishing threats.
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However, the results of this study do not support this, and no relation-
ship was found. Outward EFC responses regulate emotions directly and
protect emotional stability by changing perceptions of the security
threat to protect against negative emotions. Although they share with
inward EFC the goal of restoring emotional stability, they differ in terms
of how this goal is achieved. Unlike inward EFC, outward EFC should
reduce stress whilst still acknowledging the threat and hence assist users
to focus on taking protective action. In threat devaluation, this is by
providing mental space. The types of outward EFC that Liang et al.
(2019) explored were emotion support seeking and venting, not threat
devaluation. The results of our study suggest that the role of threat
devaluation may not be to increase PFC directly when users are faced
with phishing threats, but rather to just reduce their negative emotions
without impeding PFC. This is consistent with the third type of protec-
tive coping behavior proposed by Pearlin and Schooler (1978), which
keeps the emotional consequences of a threat within manageable
bounds by perceptually adjusting the meaning of the threat to control its
problematic nature. However, in this context, threat devaluation does
not appear to also fulfil the first function that Pearlin and Schooler
(1978) discuss, the function of eliminating or modifying conditions
giving rise to problems, as it does not lead to greater PFC behavior.

Given that Davey (1993) found an association between threat
devaluation and problem solving associated with coping in daily life,
more research is needed to understand their relationship. This should
include investigating the role of context. Although threat devaluation
has not previously been studied in any security behavior context,
Folkman et al. (1986) and Lazarus (1996) note that contextual factors
greatly affect how individuals cope with threat, and previous informa-
tion security research has shown differing results depending on context.
For example, findings on the relationship between perceived vulnera-
bility and problem focussed security behavior have not been consistent
across contexts (Mou et al., 2022), with Bax et al. (2021) finding
perceived vulnerability important in protection against phishing threats,
but it having no role in password protection behavior (Mwagwabi et al.,
2018). Similarly, the influence of types of EFC has been shown in
different contexts, with avoidance reducing PFC with respect to mobile
malware but not with information security policy compliance (Moody
et al., 2018).

6.1. Implications for research

Predominant models of information security behavior include
measurable or observable security intentions or behaviors as the
outcome variable. That is, users either respond to security threats in a
practical way, or they are assumed to have taken no response. This
modeling thus ignores the range of internal processes that may accom-
pany any threat response in a given context. Our research has high-
lighted the role of EFC responses, that is, responses that do not directly
address the threat but are directed toward regulating the user’s internal
state. Such internal processes are, by definition, not directly observable
and yet can constitute an important determinant of user behavior.

The findings of this study demonstrate that many of the well-
understood determinants of security behavior, such as response cost or
self-efficacy can also be significant determinants of the emotion-focused
responses of the user. This provides evidence that multiple response
strategies may be invoked in a security threat situation, and that there is
potential that some of the otherwise un-explained actions of users may
be attributed to these internal and unobservable responses. The threat
devaluation response that was investigated in this study was not found
to have a direct influence on the ultimate PFC actions that a user may
take in addressing phishing threats, but its potential role in responses to
other information security threats that users may consider relatively
controllable should be investigated. Future research should also build on
this study by considering the roles of the other dimensions of EFC that
have been identified in prior work. Models such as PMT (Rogers, 1983)
remain instrumental in behavioral research, yet the ability of such
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models to explain the variance of outcome variables is an aspect that
researchers consistently slate for improvement. Information security
scholars continue to extend and improve these basic and foundational
models with new constructs, seeking to understand the sources of this
unexplained variance in user security behaviors. A significant research
implication arising from this research is thus to provide justification for
researchers to consider EFC responses in their modeling, including other
dimensions such as avoidance behaviors. We also present a validated
survey instrument to measure the new construct of threat devaluation,
as this has not before been measured in prior work, and we invite
scholars to continue this promising research direction.

Several limitations of the research could also be addressed in future
research. First, all of the participants in this study were resident in
Australia at the time of data collection. Future research should investi-
gate the generalizability of the findings across other cultures and
countries. Also, even though the analysis did not suggest CMB, because
all the constructs in the model were measured through self-reports, CMB
is possible. Future research on the role of threat devaluation should
include further procedural and statistical steps to reduce the potential
for this issue. These could include the procedural remedies of mini-
mizing the common scale properties across independent and dependent
constructs, including reverse coded items, and increasing the separation
of data collection between dependent and independent variables (Jor-
dan and Troth, 2020). Finally, as the research was specific to user re-
sponses to phishing threats, the applicability of the model in other
security contexts should be confirmed in future research.

6.2. Implications for practice

In terms of practice, the end goal is to enhance security and support
users in taking the most secure actions. Evidence-based practitioners
may already be well-versed in some of the determinants of security
behaviors included in our research model. We now demonstrate that
many of these same factors may also affect the internal and emotional
state of the user. This is not inherently problematic as it is possible that
some EFC responses may lead to increased levels of PFC security
behavior (Liang et al., 2019) and hence improved security. However, as
this represents a new and little-researched area, there is still a lot to learn
in this space. There is the potential that some, particularly inward, EFC
responses may diminish or influence the action-oriented behaviors of
the user — a prospect that may thus have significant implications for the
impact and success of organizational information security initiatives.
Security practitioners need to be aware that users do not just have one
response to threats. Understanding what the full range of responses
might be and how they interact is important to helping users to behave
securely and to protect information resources.

Given that many of the same determinants of information security
behavior may also evoke EFC, it is reasonable to expect that the (finite)
resources of the user may be allocated towards different responses
depending on the environment. Indeed, prior work has described a wide
range of employee coping strategies (Dewe et al., 2010), although
identification of the conditions required to encourage adaptive out-
comes has met with limited success (Miller and Kaiser, 2001). The re-
sults of this study in the phishing context show that whilst adopting
threat devaluation as a coping response did not increase users’ PFC
behavior, equally it did not reduce it, suggesting that it should not be of
concern to practitioners in the way that inward EFC mechanisms such as
denial and avoidance should be (Liang et al., 2019; Xin et al., 2021).

Here our goal for practice translates to finding the right conditions to
ensure that users favor the PFC pathway instead of devoting resources
only to internal coping mechanisms that may reduce protective
behavior. However, given that users do not enact just one single coping
mechanism (Pearlin and Schooler, 1978), it is important that practi-
tioners understand the range of possible user responses to information
security threats. They may then help, via awareness campaigns and
training, to reduce the use of inward EFC responses that act against
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protection (e.g. denial and avoidance), and provide conditions that
preferably favor outward EFC that can lead to increased PFC (e.g. social
support) or responses such as threat devaluation that do not reduce PFC
in the phishing context.

Also, as EFC is more likely in situations of low controllability (D’ Arcy
et al.,, 2014), an organizational information technology environment
with centralized, inflexible governance may create the precise
low-control situation we seek to avoid. Practitioners may seek to
empower users to become active participants and decision-makers
regarding information security, and thus foster an environment where
users are more likely to enact problem-focused actions in response to a
perceived threat.

This is a complex proposition, as it moves beyond the technical as-
pects of security control and into the organizational dynamics and cul-
ture. Access restrictions are a necessary part of working in a secure
environment, with a fine balance between these necessary restrictions,
and what may be perceived by users as a hindrance to their role.
Interestingly, Ruighaver et al. (2007) found that employees in high se-
curity organizations are more accepting of the limitations and controls
on their systems due to the accompanying security culture. This presents
an interesting practical dimension — that through appropriate framing
and culture, users may have a more positive perception of security
controls, even when faced with increased restriction.

In the context of our work, this suggests that it may indeed be
possible to shift users from an emotion-focused response toward a
problem-focused behavioral pathway by strengthening the orientation
and motivation towards security at a cultural level. Advancements in
organizational information security are often accompanied by increased
technical capacity and automation in the security workflow. However,
we argue that technical controls are still only one tool at the security
manager’s disposal. A broader organizational implication is that rather
than further diminishing the user’s (perception of) control, users may be
invited to take a more active role in the identification and response to
information security threats. Folkman and Moskowitz (2004) high-
lighted that PFC strategies are more effective when users feel in a po-
sition to do something about the demand. Conversely, if users do not
possess the agency to address the stressor, then they may favor EFC
mechanisms. Thus, a work environment that is characterized by higher
autonomy may potentially yield better results in terms of security
behaviors.

Appendix

Table A.1
Measurement items and sources.
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7. Conclusion

Though much is known about the determinants of user information
security behavior, many questions remain as to why users often respond
minimally or even appear to not respond at all to an otherwise obvious
security threat. In this study, we examine this issue by considering the
role of EFC responses in the context of information security. Prior work
has almost exclusively focused on users’ security behaviors which
include problem-focused responses. However, users may also undertake
a range of internal self-regulation processes which may not be apparent
to the observer. These responses, known as EFC, may include avoiding
stressful situations, or convincing oneself that the threat is less severe
than in reality. In this study, we considered threat devaluation as a form
of EFC and demonstrated that many determinants of security behavior
also influence users to devalue the threat. This has the impact of
relieving their stress but may delay the enactment of any practical se-
curity behavior. This is a promising area for future research as prior
work has largely been limited to PFC. Thorough consideration of both
problem-focused as well as emotion-focused user responses holds
promise to yield greatly improved models of information security
behavior and to ultimately benefit researchers, practitioners, and end
users alike.
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Item

SouSource

Perceived severity
Having my credentials stolen would be a serious problem for me

Loss of information resulting from a phishing attack would be a serious problem for me
Having my confidential information stolen by someone without my consent or knowledge would be very problematic for me

1 view information security attacks on me as harmful

1 believe that protecting my sensitive information is important
Perceived vulnerability

1 could be subject to a serious information theft

1 feel that I could be vulnerable to an information theft or a malware attack resulting from clicking on a link received in email

It is likely that my private information will be compromised in the future
My information and data are vulnerable to security breaches

Response costs

Taking security measures inconveniences me *

There are too many overheads associated with taking security measures to protect from email phishing attacks

Taking security measures would require considerable investment of effort
Implementing security measures on my device would be time consuming

Woon et al. (2005)
Woon et al. (2005)
Workman et al. (2008)
Workman et al. (2008)
Workman et al. (2008)

Woon et al. (2005)

Thompson et al. (2017)
Thompson et al. (2017)
Thompson et al. (2017)

Thompson et al. (2017)
Woon et al. (2005)
Woon et al. (2005)
Woon et al. (2005)

(continued on next page)
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Table A.1 (continued)
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Item

SouSource

The cost of implementing recommended security measures exceeds the benefits

The impact of security measures on my productivity exceeds the benefits *

Response efficacy

Enabling security measures on my device will prevent security breaches
Implementing security measures on my device is an effective way to prevent hackers

Enabling security measures on my device will prevent hackers from stealing my identity

The preventative measures available to stop people from getting confidential personal or financial information on my device are effective

Self-efficacy
1 feel comfortable taking measures to secure my sensitive
Information
Taking the necessary security measures is entirely under my control.
1 have the knowledge to differentiate phishing emails from legitimate ones
Taking the necessary security measures is easy for me
I can protect my information by myself *
Fear
I am scared to enter my details in online forms and links received via email.
I only open emails from people I know
1 fear receiving malware in an email

1look at email scams in the news and feel fearful about the impact if it was to happen to me.

It scares me to think that if I open a malicious email, it could lead to a lot of destruction

PFC behavior

1 make every effort to scan the email thoroughly before I click on any links
I concentrate hard on every email trying to analyse for phishing indicators
I try to concentrate on the task while opening emails

Threat devaluation

Phishing threats are not worth getting upset about

I can put up with phishing threats as long as everything else is OK in life
There’s nothing else I can do, so there is no point worrying

Phishing threats are not worth worrying about

I don’t take phishing threats too seriously

Workman et al. (2008)
Thompson et al. (2017)

Woon et al. (2005)
Woon et al. (2005)
Woon et al. (2005)
Thompson et al. (2017)

Anderson and Agarwal (2010)

Anderson and Agarwal (2010)
Anderson and Agarwal (2010)
Anderson and Agarwal (2010)
Anderson and Agarwal (2010)

Adapted from Masuch et al. (2021)
Adapted from Masuch et al. (2021)
Adapted from Masuch et al. (2021)
Adapted from Masuch et al. (2021)
Adapted from Masuch et al. (2021)

Wang et al. (2017)
Wang et al. (2017)
Wang et al. (2017)

Davey (1993)
Davey (1993)
Davey (1993)
Davey (1993)
Davey (1993)

* Item removed during measurement model assessment.

Table A.2
Fornell-Larker criterion results.

Fear Perceived severity ~ Perceived vulnerability =~ PFC behavior =~ Response cost ~ Response efficacy  Self-efficacy =~ Threat devaluation
Fear 0.71
Perceived severity 0.42 0.79
Perceived vulnerability 0.36 0.35 0.71
PFC behavior 0.49 0.49 0.26 0.77
Response cost —0.02 —0.11 0.10 —-0.12 0.70
Response efficacy 0.45 0.50 0.35 0.49 —0.05 0.72
Self-efficacy 0.38 0.48 0.24 0.49 —-0.14 0.58 0.71
Threat devaluation —0.31 —-0.35 -0.17 —0.22 0.43 —0.22 —0.14 0.72
Table A.3
HTMT results.
Fear Perceived severity Perceived vulnerability PFC behavior Response cost Response efficacy Self-Efficacy
Fear
Perceived severity 0.55
Perceived vulnerability 0.52 0.43
PFC behavior 0.74 0.66 0.37
Response cost 0.02 0.14 0.16 0.18
Response efficacy 0.67 0.65 0.49 0.71 0.08
Self-efficacy 0.54 0.62 0.33 0.72 0.21 0.83
Threat devaluation 0.43 0.42 0.20 0.30 0.59 0.30 0.17
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