Australasian Conference on Information Systems Thompson & Oldfield
2024, Canberra Affect and Information Security

Affective responses to information security threats — The
role of threat context and influence on perceived severity

Research-in-progress

Nik Thompson

School of Management and Marketing
Curtin University

Kent St, Bentley, 6102, WA, Australia
Email: nik.thompson@curtin.edu.au

Michael Oldfield

Principal Mining Systems Operations

BHP

125 St Georges Terrace Perth, 6000, WA, Australia
Email: michael.oldfield @bhp.com

Abstract

Evidence from organizational studies in employee behaviour and risk perception demonstrates the role
of affective states in key areas of work performance. Yet this remains largely un-researched in the context
of information security. We address this gap through an empirical study of affective responses to
different information security threats, and the associated threat appraisals. Our results show that the
pattern of affective responses is significantly different across different threat scenarios, and that concern
is consistently the strongest reported affective response. Next, we demonstrate that these negative
affective states have a significant influence on threat perceptions and can thus be expected to influence
behaviour through this established pathway. Later stages of this research will collect a larger data set to
test an integrated model of affect and information security behaviour.
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1 Introduction

Despite vast strides in the IT security industry, cyber security attacks are on a steady upward trajectory.
Organizational ICT infrastructure is a digital battleground, requiring foresight, agility, and strategy to
ensure business continuity when faced with a wide array of attacks. In this complex and challenging
environment, the well-established instrument of policy remains one of the critical tools relied on in
enterprise ICT. It is easily understood, has strong parallels to other legal and societal rule structures,
and is ubiquitous in modern enterprise. Yet compliance remains an enduring issue that has attracted
much interest from researchers (e.g. AlIGhamdi, Win, & Vlahu-Gjorgievska, 2020).

Prior work has revealed the inherent limitations in the traditional approach of implementing
technology-based solutions accompanied by threats of discipline to encourage security policy
compliance (Doherty & Fulford, 2005; Sommestad, Karlzén, & Hallberg, 2015). At the same time,
behavioural studies reveal that human affective states are associated with risk-taking behaviour and
ultimately possess the potential to directly impact compliance-related activities (D'Arcy & Lowry, 2019).

Safety behaviours more generally are influenced by emotional appeals (i.e. communicating positive or
negative affect) (Yuen, Li, Ma, & Wang, 2020). Similarly, behavioural information security research has
often considered negative affect-laden communications (generally as fear appeals) as a mechanism to
motivate secure behaviours (e.g. Johnston & Warkentin, 2010). More recent work has demonstrated
that this negative affective state significantly influences security behaviour, while also reducing the
extent to which individuals undertake emotion-focussed coping such as threat devaluation (Thompson,
McGill, & Narula, 2024). However, these studies have not considered patterns of the affective states
evoked by the threat itself. This is a promising, yet under-researched area of behavioural information
security.

The central goal of this research in progress is thus to explore and understand the range of affective
states experienced by end users in response to security threats, and to link these with both the threat
context and the broader implications in motivating secure behaviour.

2 Background and Theoretical Foundations
2.1 Affective States and Risk Perception

Affect is a psycho-physiological construct impacting mental and physical processes, and is more
commonly described as the feelings, moods, or emotions which may be experienced by an individual.
Affect is widely considered to vary along dimensions of valence (positive-negative), arousal (intensity),
and motivation (Harmon-Jones, Gable, & Price, 2013). Studies in psychology and neuroscience have
indicated that affective states can influence an individual's behaviour, decision-making, and interaction
with others (Gonzalez-Ibanez, 2013). A large corpus of experimental research over several decades has
led to a much greater understanding of how affective states influence behaviour (Forgas, Chan, & Laham,
2001).

Incorporating individual emotion processes within an organizational framework may provide a holistic
view and enable decision-makers to better secure the operating environment (Baskerville, Hee Park, &
Kim, 2014). As behavioural information security research is dominated by cognitive models, the
integration of affective states represents a different perspective requiring new approaches and
techniques. The importance of affective components in an organizational environment has been
highlighted by management scholars due to their known impact on job performance and decision-
making (Sigal & Donald, 2007).

Furthermore, affect can cause risk perception to temporarily fluctuate and be systematically influenced
by elements that are not linked to anticipated payoffs and rewards (Sjoberg, 2007; Treffers, Koellinger,
& Picot, 2016). This challenges the traditional theory that a specific individual’s risk preference is stable
over time across specific events. (Treffers et al., 2016). It is also relevant given that the vast majority of
research models employed in behavioural information security research assume that some form of
cost/benefit or risk/reward mechanism is employed in security risk judgements.

Affective states experienced by an individual may be considered as either dispositional (trait affect) or
situational (state affect) (Watson, Clark, & Tellegen, 1988). Though these dimensions are correlated, it
is not possible to explain an individual’s immediate response to a situation in terms of trait alone (Eid
& Diener, 1999). State affective responses, or emotions, are experienced in reaction to a specific cause
and will diminish over time (Frijda, 1986). In keeping with this definition, it is anticipated that evocative
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stimuli, such as perceived information security threats, will lead to a state affect response. Thus, it is the
state affect that is under investigation in this research.

2.2 Protection Motivation Theory

Protection Motivation Theory, developed by Rogers (1975), provides a framework that can explain the
factors that influence a person's behaviours in response to a perceived threat. This theory has been
widely adopted in the information security field, notably through the use of fear appeals to motivate
secure behaviour. Protection Motivation Theory suggests that the response and actions of an individual
are predominantly defined by the appraisals of the threat and the available coping mechanisms. Threat
Appraisal is focused on the severity and vulnerability of the risk. Severity refers to the extent of damage
which results from the behaviour. Vulnerability refers to the likelihood that the behaviour will result in
a negative impact. Coping Appraisal is concerned with the efficacy and costs associated with responding
to the threat.

Policy compliance and its associated challenges have been explained in an organizational context
through the lens of Protection Motivation Theory (e.g. Ifinedo, 2012; Vance, Siponen, & Pahnila, 2012).
Thus, this provides a well-established framework within which the novel dimension of affect can be
introduced and studied. Whereas most studies on compliance assume that user behaviours are stable
over time, this fails to explain incidents where users’ behaviour differs from trends or expectations. A
holistic approach considering both cognitive and affective factors can explain these differences (D'Arcy
& Lowry, 2019). This perspective is grounded in research on rational choice, which holds that any
behaviour is both cognitive and affective as cognitive processing cannot take place independently of
affective factors (Slovic, Finucane, Peters, & MacGregor, 2013).

Ormond, Warkentin, and Crossler (2019) evaluated the role of affective absorption and flow in the
context of information security policy compliance. Their empirical findings revealed that respondents
who were frustrated by work-related tasks were less likely to comply with information security policy.
In broader organizational studies Spector and Fox (2002) found that a wide range of emotions such as
anxiety, boredom, and depression also increase counterproductive work behaviour. These findings
widen the risk scope by demonstrating that a range of emotions, and not just those which are considered
strongly negative (e.g. anger) are potential drivers of information security behaviour.

Building on this prior work on the affective drivers of individual behaviour, and its relevance to the
information security context, we make two propositions to guide our exploratory research:

Proposition 1: Security threats will elicit a range of affective responses, and these responses

may differ based on the context of the threat.

Proposition 2: Affective responses contribute to threat appraisal processes through an

influence on perceptions of threat severity.

3 Methodology

An online survey was developed to measure the threat and coping appraisal constructs from Protection
Motivation Theory, affective responses, and demographic details. Items from previously validated scales
were used for all reflective constructs. Threat and coping appraisals were measured on 5-point Likert
scales ranging from Strongly Disagree to Strongly Agree, using items developed by Ifinedo (2012).
Affective responses were measured through an adaptation of the Positive and Negative Affect Schedule
(PANAS) scale developed by Watson et al. (1988) which is commonly employed to rate participants
positive and negative affective states. As the emotional responses to threats are negative, we focussed
on these emotional responses in our survey, following the approach of Sjoberg (2007).

Two corporate information security-related scenarios were developed for this study. The first scenario
describes an information security attack that targets a piece of industrial machinery resulting in a health
and safety incident, whereas the second scenario describes an attack that results in a breach of corporate
intellectual property (IP) with no health and safety implications. After obtaining human research ethics
approval from our institution, as well as permission from our industry partner the survey was
administered to staff working in the mining industry and based in Australia. The nature of our
respondents’ industry sector is such that they were familiar with the security threats discussed in the
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cases. Snowball sampling was employed, with the researcher sharing the survey link within his
organizational connections and asking them to share it with their colleagues. We also included a
question in the survey to verify that respondents were from our target industry.

Section 1 of the survey collected demographic details, following this, respondents were randomly
allocated to either of the two scenario groups. They were asked to report their affective responses in
relation to the scenario shown. Finally, the survey collected information security threat and coping
appraisals, including those of Threat Severity.

4 Data and Analysis

In the current round of data collection 132 responses were received; 30 of these were incomplete and
were screened from the final sample leaving a total of 102 usable responses. Respondents were skewed
towards males with 85.3% male respondents. Though skewed, this represents the gender balance of the
resources industry where this study was conducted. In terms of age, most respondents were in the 35-
44 age bracket (38.2%), followed by 45-54 (29.4%) and 25-34 (20.6%). Respondents were randomly
allocated to either of the two scenario groups by the Qualtrics platform. This yielded an even balance of
51 respondents in each of the scenario groups Health and Safety Risk, and IP Breach. These two groups
will be denoted with the HSR and IP subscripts henceforth. Preliminary analysis of this data is presented
in the following sections organized according to the two propositions:

4.1 Do security threats elicit a range of affective states, differing by context?

In descending order, the emotions of Concern (Musr=4.27, SD=.94;M=3.75, SD=1.146) Interest
(Musr=3.76, SD=1.16 Mir=3.51, SD=1.12), Worry (Musr=3.61, SD=1.18 Mp=3.37, SD=1.26) and Fear
(Musr=3.22, SD=1.14 M1p=3.10, SD=1.20) emerged as the strongest responses reported by participants.

The evidence of the magnitude of the Concern emotion is interesting and warrants further analysis.
Especially as prior work that has attempted to motivate user response has focused on Fear. As the mean
value of Concern was also apparently higher in the Health and Safety related scenario vs Data Integrity
scenario (4.27 vs 3.75) further testing was conducted to evaluate if these differences were statistically
significant. The data has a continuous dependent variable, the independent variable has two categorical
groups (different threat scenarios) and the observations are independent, thus an independent samples
t-test was suitable to evaluate these differences. There were no outliers in the data, as assessed by
inspection of a boxplot, and a visual inspection of the Normal Q-Q plot confirmed that the data were
normally distributed. Thus, this data met the assumptions required to proceed with the independent
samples t-test. The assumption of homogeneity of variances was violated, as assessed by Levene's test
for equality of variances (p = .041), therefore equal variances were not assumed in interpreting t-test
results.

The test revealed that levels of Concern were significantly higher in the Health and Safety threat scenario
group as compared to the IP breach threat scenario group (t(100) = 2.551, p=0.012).

4.1.1 Extracting a new marker for emotional influence

The previous section described firstly how the Concern emotion was identified as the strongest response
in both scenarios, and secondly that this response is significantly stronger in the Health and Safety risk
scenarios. This, however, provides only a unidimensional view of respondent affect, whereas our PANAS
instrument measured affective response in terms of 12 components.

Though effective as a discriminator in our early data set, we sought to improve the variance explained
by accommodating a wider range of these measured emotional responses. Bivariate correlations of the
affect responses reveal several items are highly correlated. Specifically, Concern is strongly correlated
with Fear (r=.448), Worry (r=.702) and Pessimism (r=.446). Due to these high observed correlations,
this data is a good candidate for factor analysis to reveal if a single latent factor may explain a greater
portion of the variance.

A Scree plot was generated to visualise the eigenvalue by component number. It was seen from the Scree
plot that the variance explained levelled off rapidly by the third component. Therefore, further factor
analysis was constrained to extracting two components. Exploratory factor analysis was conducted using
the Maximum Likelihood estimation method and Varimax rotation and small coefficients suppressed
(below 0.3). The resulting model did not pass goodness-of-fit tests (y2(2) = 75.588, p = .002), leading
us to reject this model. Further exploratory factor analysis was conducted, without constraining the
model to a fixed number of factors and instead employing the eigenvalue>1.0 criterion. This resulted in
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a stable solution with acceptable goodness-of-fit ((y2(2) = 17.452, p = .829)). This factor will be utilised
in later stages of our research, however, preliminary analysis reveals that it requires further
transformation and development, and it is not yet ready to use as a reliable indicator of affect.

To address our second proposition, a more direct approach was taken to model affect. As we have shown
that in our data set Concern correlates strongly with Fear, Worry, and Pessimism, a composite variable
(Ley, 1972) was computed as the arithmetic mean of these 4 emotions. This variable captures the overall
negative affect modelled to test the influences on threat severity in the next section.

4.2 Do affective states contribute to the threat appraisal?

Threat Severity, a core component of the threat appraisal process was measured using a five-item scale
(Ifinedo, 2012). Scale analysis revealed a Cronbach’s alpha of 0.81 and thus the scale was found to be
reliable (Nunnally 1978). Threat Severity ranged from 2.20-5.00 out of a maximum of 5, with a sample
mean of 4.60 (SD=.52).

Linear regression was carried out to analyse if affective response was a significant influence on Threat
Severity. Four responses in the data set had standardized residuals greater than 3 SD and were removed
as outliers, leaving a final sample of n=98 for this analysis. Residuals were independent, as assessed by
a Durbin-Watson statistic of 2.194. There was homoscedasticity, as assessed by visual inspection of a
plot of standardized residuals versus standardized predicted values. Residuals were normally
distributed as assessed by visual inspection of a normal probability plot. Negative affect accounted for
12.3% of the variation in perceived Threat Severity, with adjusted R2 = 11.4%, a medium size effect
according to Cohen (1988). The relationship between negative affect and Threat Severity was found to
be statistically significant (F(1, 96) = 13.496, p < .001).

5 Discussion

This manuscript describes the results of our first phase of data collection and analysis into the role of
affect in information security risk perceptions. Data was collected from 102 Australian resources
industry employees, providing insights into their perceptions in response to two information security
risk scenarios.

Our first proposition examined whether the context of the security threat elicited a different pattern of
state affect in the respondents. This was motivated by our observation that in the limited work that has
considered affect, there is no systematic evaluation of whether different threats may elicit different
emotional responses. This is a significant gap and could to some extent explain why users may respond
to security threats in some cases but not others. We found that both security threat scenarios elicited
negative emotional responses, and this is consistent with expectations. However, the deeper insight into
the pattern and magnitude of specific emotional responses is a novel contribution that extends prior
work — notably our finding that concern is the strongest emotional response. This finding is relevant,
given that fear appeals are the dominant component in behavioural studies (e.g. Johnston & Warkentin,
2010), and suggests that researchers should seek to broaden their focus.

Out of the information security scenarios, we also discovered that the one that had health and safety
implications elicited a more strongly negative response, which we were able to empirically establish with
statistical significance. A possible explanation for this difference lies in the way individual risk
assessments take place. Slovic (1987) explains that individuals employ a "dread" factor as well as
subjective assessments of risks that are not always tied to real-world probabilities. Certain types of
hazards, notably those that threaten personal health and safety will carry a higher dread factor and thus
elicit a stronger response, thus explaining our finding with the two security scenarios.

Our second proposition examined whether these measurable negative affective states would be likely to
have a real-world impact in terms of changing user behaviour. We explored this by testing if the negative
emotions impacted perceptions of threat severity — an important general determinant of risk behaviour.
We found that negative emotions have a statistically significant influence on perceived threat severity.
This is explained by the appraisal tendency of these emotions which predisposes the respondents to
appraise the risks in certain ways (Lerner & Keltner, 2001). In this case, the negative affective state leads
to more pessimistic perceptions of risks, as exhibited by the higher perceptions of threat severity. This
finding also creates opportunities for further work as there is evidence that different emotional states
could be likely to influence different judgments and choices (Lerner & Keltner, 2000).

Future work may thus examine specific emotions with risk assessments, motivations, and behavioural
intentions. There are also potential limitations to our work which may be considered in later studies. As
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our data collection was conducted in the mining industry, the gender balance of respondents is skewed
towards males. It is possible that there are gender differences in affective responses, and these may make
an interesting area for further work. This is especially likely, given that our prior work has revealed
gender differences in relevant areas such as information security behaviour (McGill & Thompson, 2021)
or information disclosure (Thompson & Brindley, 2020). In addition, our approach of utilising written
scenarios may have limitations as it is possible that hypothetical scenarios may not be as emotionally
evocative as real-world events. Thus, another avenue for investigation is to replace the written scenarios
with simulations to provide a more realistic gauge of emotional responses.

Our work thus far has made several discoveries regarding the experience, and role of affective states in
the context of information security. These findings will inform the next iteration of our theoretical model
which, after collecting additional data, we will empirically evaluate with structural equation modelling.
We hope that these interesting findings to date will stimulate other researchers to explore this promising
avenue of information security study.
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